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Miley, an analyst, wants to reduce the amount of collected data and make the storing and sharing process easy. She uses filtering,
tagging, and queuing technique to sort out the relevant and structured data from the large amounts of unstructured data.

Which of'the following techniques was employed by Miley?

A. Convenience sampling
B. Sandboxing

C. Normalization

D. Data visualization

ER: C
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A threat analyst wants to incorporate a requirement in the threat knowledge repository that provides an ability to modify or delete
past or irrelevant threat data.

Which of the following requirement must he include in the threat knowledge repository to fulfil his needs?

A. Protection ranking
B. Data management
C. Evaluating performance
D. Searchable finctionality

Z%X: B
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Incorporating a data management requirement in the threat knowledge reposttory is essential to provide the ability to modify or
delete past or rrelevant threat data. Effective data management practices ensure that the repository remains accurate, relevant, and
up-to-date by allowing for the adjustment and curation of stored information. This includes removing outdated intelligence, correcting
maccuracies, and updating information as new insights become available. A well-managed repository supports the ongoing relevance
and utility of the threat intelligence, aiding in informed decision-making and threat mitigation strategies. References:

* "Building and Maintaining a Threat Intelligence Library," by Recorded Future

* "Best Practices for Creating a Threat Intelligence Policy, and How to Use It," by SANS Institute

P& #24

A network administrator working in an ABC organization collected log files generated by a traffic monitoring system, which may not
seemto have useful information, but after performing proper analysis by him, the same information can be used to detect an attack in
the network.

Which of the following categories of threat information has he collected?

A. Strategic reports

B. Advisories

C. Detection indicators
D. Low-level data

ZE: D
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The network administrator collected log files generated by a traffic monitoring system, which falls under the category of low-level
data. This type of data might not appear useful at first glance but can reveal significant insights about network activity and potential
threats upon thorough analysis. Low-level data includes raw logs, packet captures, and other granular details that, when analyzed
properly, can help detect anomalous behaviors or indicators of compromise within the network. This type of information is essential
for detection and response efforts, allowing security teans to identify and mitigate threats in real-time.

References:

"Network Forensics: Tracking Hackers through Cyberspace," by Sherri Davidoff and Jonathan Ham, Prentice Hall


https://www.newdumpspdf.com/312-85-practice-test.html

"Real-Time Detection of Anomalous Activity in Dynamic, Heterogeneous Information Systens," IEEE Transactions on Information
Forensics and Security

P& #25

In which of the following levels of the Threat Hunting Maturity Model (HMM) does an organization use threat intelligence to search
for anomalies in the network, follow the latest threat reports gathered from open and closed sources, and use open-source tools for
analysis?

A. Level 1: Minimal
B. Level 3: Innovative
C. Level 2: Procedural
D. Level 4: Leading

ER: C
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In the Threat Hunting Maturity Model (HMM), Level 2: Procedural represents an organization that has developed a structured but
partially manual threat-hunting capability.

At this stage, organizations:

* Use threat intelligence from open and closed sources to guide hunts.

* Search for anomalies or suspicious activity across their network.

* Employ open-source tools and basic scripts for analysis.

* Depend on analysts following documented procedures rather than automated systerrs.

Why the Other Options Are Incorrect:

* Level 1: Minimal: Organization relies solely on reactive security measures and lacks dedicated hunting capabilities.

* Level 3: Innovative: Introduces automation and advanced analytics to support hunts.

* Level 4: Leading: Represents full maturity with proactive, automated, intelligence-driven hunting integrated across all defenses.
Conclusion:

The organization described is operating at Level 2: Procedural in the Threat Hunting Maturity Model

Final Answer: A. Level 2: Procedural

Explanation Reference (Based on CTIA Study Concepts):

According to CTIA's framework on '"Threat Hunting Maturity Levels," Level 2 involves intelligence-driven, manual hunting using
open-source tools and structured procedures.

il =8 #26

Michael, a threat analyst, works in an organization named TechTop, was asked to conduct a cyber-threat intelligence analysis. After
obtaining information regarding threats, he has started analyzing the information and understanding the nature of the threats.

What stage of the cyber-threat intelligence is Michael currently in?

A. Unknown unknowns
B. Known knowns

C. Unknowns unknown
D. Known unknowns

ER: D
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