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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q70-Q75):

NEW QUESTION # 70

After implementing a risk management plan for a new product launch, a project team conductedregular risk assessments to monitor
the effectiveness of their control strategies.

Which step of the risk management life cycle was performed?

A. Assess
B. Control

C. Identify

D. Review
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Answer: D

Explanation:

The correct answer is D - Review.

WGU Cybersecurity Architecture and Engineering (KFO1 / D488) describes that the review phase of the risk management cycle
involves evaluating whether the implemented controls are effective over time. Conducting regular risk assessments after deployment
falls under the review process.

Control (A) is about applying mitigations. Assess (B) happens earlier during initial evaluation. Identify (C) was done before applying
the controls.

Reference Extract from Study Guide:

"Reviewing the effectiveness of risk control strategies through ongoing assessments ensures continuous improvement in risk
management practices."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Review and Continuous Improvement

NEW QUESTION # 71

A company has discovered a vulnerability in its lightweight directory access protocol (LDAP) implementation, which could
potentially allow unauthorized access to sensitive information. The company has decided to implement risk mitigation strategies to
reduce the risk associated with this vulnerability.

Which risk mitigation strategy will meet the needs of the company?

¢ A Implementing intrusion detection and prevention systens (IDPS) to monitor for suspicious activities and potential LDAP
attacks

¢ B. Implementing strong authentication mechanisims and encryption protocols to secure communication between the LDAP
server and clients

¢ C. Conducting regular security awareness training for employees to prevent social engineering attacks targeting LDAP
credentials

¢ D. Regularly backing up data stored in the LDAP server to prevent data loss in the event of a breach

Answer: B

Explanation:

The correct answer is D - Implementing strong authentication mechanisms and encryption protocols to secure communication
between the LDAP server and clients.

As outlined in WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, securing LDAP commumication and
strengthening authentication directly addresses vulnerabilities related to unauthorized access. Using encryption protocols such as
LDAP over SSL (LDAPS) ensures that credentials and sensitive data are transmitted securely.

Security awareness training (A) helps against social engineering but does not secure the LDAP system itself.

Backups (B) are a recovery measure, not a preventive one. IDPS (C) can detect attacks but does not directly secure the LDAP
server against exploitation.

Reference Extract from Study Guide:

"Implementing strong authentication and encrypting communications for LDAP servers mitigates vulnerabilities by preventing
unauthorized access and protecting sensitive information during transmission."

- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Protocols and Services

NEW QUESTION # 72
Which characteristic applies to machine-level languages?

A. They use language translators known as compilers
B. They use cables to connect circuits

C. They use collection of short scripts

D. They use language translators known as assemblers

Answer: D

Explanation:

Machine-level languages, also known as assembly languages, are low-level programming languages that are closely related to
machine code.

* Definition: Machine-level languages consist of instructions that are directly executed by a computer's CPU.

* Assemblers: An assembler is a tool that translates assembly language code into machine code.



* Characteristics: Assenbly languages are specific to a computer architecture and provide a way to write prograns that can be
executed by the hardware directly.

References

* "Structured Computer Organization” by Andrew S. Tanenbaum

* "Computer Systens: A Programmer’s Perspective" by Randal E. Bryant and David R. O'Hallaron

NEW QUESTION # 73

AnIT organization is deploying a new secure Simple Mail Transfer Protocol (SMTP) server to handle email communications for the
company. The company must ensure that the servers are secure and protected from external threats. The SMTP servers should be
able to communicate with the internal network and the internet, but all ncoming and outgoing traffic should be inspected and fittered
to prevent cyberattacks.

A. Deploy the SMTP servers in a demilitarized zone (DMZ) between two firewalls
B. Open Transmission Control Protocol (TCP) port 25 on the firewall

C. Deploy a firewall in front of the SMTP servers

D. Block Transmission Control Protocol (TCP) port 25 on the firewall

Answer: A

Explanation:

Deploying the SMTP server in aDMZ between two firewallsallows email traffic to be filtered before it ever touches the mnternal
network. The DMZ serves as a security buffer zone-where public-facing services are isolated but still accessible from both internal
and external networks, thus reducing the attack surface.

NIST SP 800-41 Rev. 1 (Guidelines on Firewalls and Firewall Policy):

"Organizations often place publicly accessible resources (e.g., SMTP servers) in a demilitarized zone (DMZ) between two firewalls
to provide layered protection and isolate internal systems from external threats."

#WGU Course Alignment:

Doman:Network Architecture and Design

TopicImplement secure DMZ design and segmentation

NEW QUESTION # 74

A company has recently completed its disaster recovery plan and is preparing to test it. Thecompany's I'T team has identified the
need to simulate a disaster scenario to evaluate the effectiveness of the plan. The team has considered options including full
nterruption tests, walkthroughs, tabletop exercises, and checklists. They want to choose a testing method that will allow them to
evaluate the plan in a controlled environment while minimizing the impact on the company's operations.

Which testing method will meet the needs of the company?

A. Walk-through

B. Full interruption test
C. Tabletop exercises
D. Checklists

Answer: C

Explanation:

Tabletop exercisessimulate emergency scenarios in alow-risk, discussion-based format, allowing teams to walk through recovery
procedures and decision-making without disrupting actual business operations.

NIST SP 800-84 (Guide to Test, Training, and Exercise Prograns):

"Tabletop exercises are effective tools for validating plans and procedures in a discussion format without impacting normal
operations." Full interruption tests are disruptive; checklists and walkthroughs offer lower fidelity evaluations.

#WGU Course Alignment:

Domain:Business Continuity and Disaster Recovery

Topic:Test disaster plans using low-impact simulation techniques

NEW QUESTION # 75
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