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Fortinet NSE 4 - FortiOS 7.6 Administrator Sample Questions (Q65-Q70):
NEW QUESTION # 65 
Refer to the exhibit.

An administrator has configured an Application Overrides for the ABC.Com application signature and set the Action to Allow This
application control profile is then applied to a firewall policy that is scanning all outbound traffic. Logging is enabled in the firewall
policy. To test the configuration, the administrator accessed the ABC.Com web site several times.
Why are there no logs generated under security logs for ABC.Com?

A. The ABC Com Action is set to Allow
B. The ABC.Com is configured under application profile, which must be configured as a web filter profile.
C. The ABC.Com Type is set as Application instead of Filter.
D. The ABC Com is hitting the category Excessive-Bandwidth.

Answer: A

Explanation:
In FortiOS 7.6 Application Control, security logs are generated primarily for actions such as Block or Monitor, not for Allow
actions.
What is happening in the exhibit
An Application Override is configured for ABC.Com
Type: Application
Action: Allow
The application control profile is applied to a firewall policy
Logging is enabled on the firewall policy
Traffic to ABC.Com is successfully allowed
However, no security logs appear for ABC.Com.
Why no logs are generated
In FortiOS 7.6:
Application Control logs are written to Security Logs when:
An application is Blocked
An application is Monitored
When an application action is set to Allow:
The traffic is permitted silently
No application control security log is generated
Even if policy logging is enabled
This is expected and documented behavior.
To generate logs for allowed applications, the action must be set to Monitor, not Allow.
Why the other options are incorrect
A . ABC.Com is hitting the category Excessive-BandwidthIncorrect. ABC.Com has a higher-priority explicit override (priority 1),
so it is not evaluated against the Excessive-Bandwidth filter.
B . The ABC.Com Type is set as Application instead of FilterIncorrect. Application-type overrides are valid and commonly used;
this does not suppress logging.
C . The ABC.Com must be configured as a web filter profileIncorrect. This traffic is being evaluated by Application Control, not



Web Filter.

NEW QUESTION # 66 
Refer to the exhibits. Based on the current HA status, an administrator updates the override and priority parameters on HQ-
NGFW-1 and HQ-NGFW-2 as shown in the exhibit.



What would be the expected outcome in the HA cluster?

A. HQ-NGFW-1 will synchronize the override disable setting with HQ-NGFW-2.



B. The HA cluster will become out of sync because the override setting must match on all HA members.
C. HQ-NGFW-1 will remain the primary because HQ-NGFW-2 has lower priority.
D. HQ-NGFW-2 will take over as the primary because it has the override enable setting and higher priority than HQ-
NGFW-1.

Answer: D

Explanation:
With override enabled on HQ-NGFW-2 and its higher priority (110 vs. 90), HQ-NGFW-2 will become the primary device,
preempting HQ-NGFW-1 despite the current primary status.

NEW QUESTION # 67 
Refer to the exhibit. The administrator configured SD-WAN rules and set the FortiGate traffic log page to display SD-WAN-
specific columns: SD-WAN Quality and SD- WAN Rule Name.
FortiGate allows the traffic according to policy ID 1 placed at the top. This is the policy that allows SD-WAN traffic. Despite these
settings, the traffic logs do not show the name of the SD-WAN rule used to steer those traffic flows.
What could be the reason?

A. SD-WAN rule names do not appear immediately. The administrator must refresh the page.
B. There is no application control profile applied to the firewall policy.
C. Destinations in the SD-WAN rules are configured for each application, but feature visibility is not enabled.
D. FortiGate load balanced the traffic according to the implicit SD-WAN rule.

Answer: D

Explanation:
The SD-WAN traffic log does not display an SD-WAN rule name because the traffic is being forwarded by the implicit SD-WAN
rule. If no explicit SD-WAN rule matches the traffic, FortiGate falls back to the default implicit rule, which balances traffic based on
the configured strategy (such as volume or sessions). Since no explicit rule applied, the rule name field remains blank in the logs.

NEW QUESTION # 68 
What is the primary FortiGate election process when the HA override setting is enabled?

A. Connected monitored ports > Priority > HA uptime > FortiGate serial number
B. Connected monitored ports > System uptime > Priority > FortiGate serial number
C. Connected monitored ports > HA uptime > Priority > FortiGate serial number
D. Connected monitored ports > Priority > System uptime > FortiGate serial number

Answer: A

Explanation:
If Override DISABLED then: ports > HA Uptime > Priority > SN.
If Overrrid ENABLED then: ports > Priority > HA Uptime > SN.



NEW QUESTION # 69 
Refer to the exhibit, which contains a RADIUS server configuration.

An administrator added a configuration for a new RADIUS server. While configuring, the administrator enabled Include in every
user group.
What is the impact of enabling Include in every user group in a RADIUS configuration?

A. This option places the RADIUS server, and all users who can authenticate against that server, into every RADIUS group.
B. This option places all FortiGate users and groups required to authenticate into the RADIUS server, which, in this case, is
FortiAuthenticator.
C. This option places the RADIUS server, and all users who can authenticate against that server, into every FortiGate user
group.
D. This option places all users into every RADIUS user group, including groups that are used for the LDAP server on
FortiGate.

Answer: C

Explanation:
The Include in every User Group optionadds the RADIUS server and all userswho can authenticate against it, to every user group
created on FortiGate.

NEW QUESTION # 70
......
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