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AE#17

An oil and gas company recently faced a security breach when an employee's notepad, which contained critical login credentials,
was stolen. The incident led to unauthorized access to a user account, which posed a significant risk to sensitive company data and
operations. The company wants to adopt a security measure that enhances user account protection. Which action must be taken to
prevent breaches like this from happening in the future?

A. Tmplement MFA

B. Update the RADIUS server.

C. Configure a password expiration policy.
D. Implement single sign-on.

: A

2
m

o

HE:

Multi-Factor Authentication (MFA) strengthens user account security by requiring additional verification factors beyond passwords,
such as tokens or biometrics. Even if credentials are stolen, MFA prevents unauthorized access, directly addressing the breach
scenario.
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HEE #18

The network security team of a private university is conducting a comprehensive audit to evaluate the security posture across the
network infrastructure. During the review, the security team found that a trusted vendor disclosed serious vulnerabilities identified in a
product that plays a crucial role in the university's CI/CD pipeline. The security team must act promptly to mitigate the potential risks
posed by these vulnerabilities. Which action must the security team take first in response to the disclosure?

A. Leverage IDS to measure the impact of the vulnerability.

B. Patch the impacted product as soon as possible

C. Notify customers of the impact and its source

D. Confirm impact by validating presence of the product in company's environment

HE: D

Y.

The first step after a vulnerability disclosure is to validate whether the affected product exists in the organization's environment. This
ensures the vulnerability is relevant before applying patches or notifying stakeholders, preventing wasted effort and focusing on actual
exposure.

HE#19
How is generative Al used in securing network?

A. to improve resource consumption

B. to provide real-time load balancing

C. to performreal-time audits to ensure regulatory compliance
D. to detect unusual patterns in network traffic

¥e: D

MH.
Generative Al enhances network security by identifying anomalies in traffic patterns. It learns normal network behavior and flags
deviations that may indicate threats, such as intrusions or data exfiltration attenpts.

A2 #20

A manufacturing company experienced a security breach that resulted in sales data being compromised. An engineer participating in
the investigation must identify who logged into the sales system during the affected period. Which approach must be used to gather
the information?

A AAA
B. PKI
C.NACM
D. SNMP

HE. A

dY:

AAA (Authentication, Authorization, and Accounting) provides accounting logs that record who logged in, when, and from where.
During an investigation, these logs allow the security team to trace user logins to the sales system and identify who accessed it during
the breach period.

AE #21
A healthcare organization in the United States recently discovered that a highly confidential report name Records that
includes patient records name Patient Medical Records was accessed by unauthorized personnel internally. The breach

occurred due to lack of protection measures in place for patient electronic medical records. Which regulatory compliance is directly
appropriate and nust be adopted?

e A HIPAA



e B.PCIDSS
e C.FERPA
e D.FISMA

HE: A

Y.

The Health Insurance Portability and Accountability Act (HIPAA) is the U.S. regulation that governs the protection of patient
medical records and electronic health information. Since the breach involved unauthorized access to patient medical records, HIPAA
compliance is directly required.
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