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Palo Alto Networks Systems Engineer Professional - Cortex PSE-Cortex-Pro-
24 Prüfungsfragen mit Lösungen (Q13-Q18):
13. Frage 
How can Cortex XSOAR save time when a phishing incident occurs?

A. It can automatically identify every mailbox that received the phish and create corresponding cases for them.
B. It can automatically respond to the phishing email to unsubscribe from future emails.
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C. It can automatically purge the email from user mailboxes in which it has not yet opened.
D. It can automatically email staff to warn them about the phishing attack and show them a copy of the email.

Antwort: C

Begründung:
Reference: https://www.paloaltonetworks.com/blog/security-operations/playbook-of-the-week-speed-up- phishing-response-with-
the-cortex-xsoar-deployment-wizard/

14. Frage 
Which two entities can be created as a behavioral indicator of compromise (BIOC)? (Choose two.)

A. process
B. data
C. event alert
D. network

Antwort: D

Begründung:
Reference: https://live.paloaltonetworks.com/t5/community-blogs/cortex-xdr-management-2-7-new-features
/ba-p/383327

15. Frage 
A test for a Microsoft exploit has been planned. After some research Internet Explorer 11 CVE-2016-0189 has been selected and
a module in Metasploit has been identified (exploit/windows/browser/ms16_051_vbscript) The description and current configuration
of the exploit are as follows;

What is the remaining configuration?

A. 

B. 

C. 



D. 

Antwort: C

16. Frage 
Cortex XSOAR has extracted a malicious IP address involved in command-and-control traffic.
What is the best method to automatically block this IP from communicating with endpoints without requiring a configuration change
on the firewall?

A. Add the IP address to an external dynamic list used by the firewall.
B. Add the IP address to a threat intelligence management malicious IP list to elevate priority of future alerts.
C. Block the IP address by creating a deny rule in the firewall.
D. Create a NetOps ticket requesting a configuration change to the firewall to block the IP.

Antwort: B

Begründung:
Reference: https://xsoar.pan.dev/docs/reference/playbooks/block-ip---generic-v3

17. Frage 
What does Cortex Xpanse ingest from XDR endpoints?

A. MAC addresses
B. Public IP addresses
C. Hostnames
D. User-agent data

Antwort: B

Begründung:
Cortex Xpanse ingests public IP addresses from XDR endpoints. This allows the platform to monitor and track internet-facing
assets, providing visibility into exposed assets and potential attack surfaces across the network.

18. Frage
......
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