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EC-COUNCIL EC-Council Certified Network Defender CND Sample
Questions (Q543-Q548):

NEW QUESTION # 543
Who is responsible for conveying company details after an incident?

A. PR specialist
B. IR manager
C. IR custodians
D. IR officer

Answer: A

NEW QUESTION # 544
A network administrator is monitoring the network traffic with Wireshark. Which of'the following filters will she use to view the
packets moving without setting a flag to detect TCP Null Scan attenpts?

A. Tep flags=—0X029
B. Tep.flags=—=0x003
C. Tep.dstport=7

D. TCRflags—=0x000

Answer: D

Explanation:

In Wireshark, to detect TCP Null Scan attempts, the filter used is tcp.flags=0. This filter will show packets where no TCP flags are
set, which is indicative of a TCP Null Scan. A TCP Null Scan is a type of network reconnaissance technique where the attacker
sends TCP packets with no flags set to the target system. Ifthe target system responds with a RST packet, it indicates that the port
is closed, while no response suggests that the port is open or filtered. This method is used because some systens do not log these
null packets, allowing the scan to go unnoticed.

References: The information provided is based on standard network security practices for monitoring and analyzing network traffic
using Wireshark, as well as the specific details of TCP Null Scans and their detection as outlined in network security resources|.

NEW QUESTION # 545
The mechanism works on the basis of a client-server model.

A. Push-based

B. Pull-based

C. Host-based

D. Network-based

Answer: B

NEW QUESTION # 546

CORRECT TEXT

Fill in the blank with the appropriate term. A network is a local area network (LAN) in which all
computers are connected in a ring or star topology and a bit- or token-passing scheme is used for preventing the collision of data
between two computers that want to send messages at the same time.

Answer:

Explanation:

Token Ring

Explanation:

A Token Ring network is a local area network (LAN) in which all computers are connected in a ring or star topology and a bit- or
token-passing scheme is used in order to prevent the collision of data between two computers that want to send messages at the
same time. The Token Ring protocol is the second most widely-used protocol on local area networks after Ethernet. The IBM



Token Ring protocol led to a standard version, specified as IEEE 802.5. Both protocols are used and are very similar. The IEEE
802.5 Token Ring technology provides for data transfer rates of either 4 or 16 megabits per second. Working: Empty information
frames are constantly circulated on the ring. When a computer has a message to send, it adds a token to an empty frame and adds a
message and a destination identifier to the frame. The frame is then observed by each successive workstation. If the workstation sees
that it is the destination for the message, it copies the message from the frame and modifies the token back to 0.When the frame gets
back to the originator, it sees that the token has been modified to 0 and that the message has been copied and received. It removes
the message from the particular frame. The frame continues to circulate as an empty frame, ready to be taken by a workstation when
it has a message to send.

NEW QUESTION # 547
In which of the following attacks does an attacker use software that tries a large number of key combinations in order to get a
password?

A. Zero-day attack
B. Brute force attack
C. Buffer overflow
D. Smurfattack

Answer: B

Explanation:

In a brute force attack, an attacker uses software that tries a large number of key combinations in order to get a password. To
prevent such attacks, users should create passwords that are more difficult to guess, i.e., by using a minimum of six characters,
alphanumeric combinations, and lower-upper case combinations.

Answer option D is incorrect. Smurfiis an attack that generates significant computer network traffic on a victim network. This is a
type of denial-of-service attack that floods a target system via spoofed broadcast ping messages. In such attacks, a perpetrator
sends a large amount of ICMP echo request (ping) traffic to IP broadcast addresses, all of which have a spoofed source IP address
of the intended victim. If the routing device delivering traffic to those broadcast addresses delivers the IP broadcast to all hosts, most
hosts on that IP network will take the ICMP echo request and reply to it with an echo reply, which multiplies the traffic by the
number of hosts responding,

Answer option A is incorrect. Buffer overflow is a condition in which an application receives more data than it is configured to
accept. It helps an attacker not only to execute a malicious code on the target system but also to install backdoors on the target
system for further attacks. All buffer overflow attacks are due to only sloppy programming or poor memory management by the
application developers. The main types of buffer overflows are:

Stack overflow

Format string overflow

Heap overflow

Integer overflow

Answer option C is incorrect. A zero-day attack, also known as zero-hour attack, is a computer threat that tries to exploit computer
application vulnerabilities which are unknown to others, undisclosed to the software vendor, or for which no security fix is available.
Zero-day exploits (actual code that can use a security hole to carry out an attack) are used or shared by attackers before the
software vendor knows about the mvulnerability. User awareness training is the most effective technique to mitigate such attacks.

NEW QUESTION # 548
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