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1.What is Extreme Programming (XP) method of the Agile SDLC Model
- Small teams working in the same room to encourage
communication, only required documentation created.

2.What is Crystal Clear for [(answer)| For noncritical projects using
discretionary money, requiring up to six or eight people. One team
same room. Max release 2 months.

3.What is Crystal Orange for {answer) Adequate for critical, but not
life-critical, projects requiring up to 40 people. Different teams. From 2
to 4 months, two user viewings per release.

4.How does a SQL Injection attack work (answer) takes advantage of a
vulnerability that appears when a web application fails to properly
filter or validate data a user enters on a web page to order a product
or communicate with a company. An attacker can send a malformed
SQL query to the underlying database to break into it, plant malicious
code or access other systems.

5. Agility & Discipline of XP Method Im‘] r) Agility - High, Discipline
required - High

6. Agility & Discipline of Crystal Clear Method {answar) Agility - High,
Discipline re- quired - Low

7.Agility & Discipline of Crystal Orange Method /{answer) Agility -
Medium, Discipline required - Medium
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o [arge Scale Software System Design: This section of the exam measures skills of Software Architects and
covers the design and analysis of large scale software systens. Learners investigate methods for planning
complex software architectures that can scale and adapt to changing requirements. The content addresses
techniques for creating system designs that accommodate growth and handle increased workload
demands.

Topic 1

¢ Reliable and Secure Software Systers: This section of the exam measures skills of Software Engineers and
Security Architects and covers building well structured, reliable, and secure software systems. Learners
explore principles for creating software that perforns consistently and protects against security threats. The
content addresses methods for implementing reliability measures and security controls throughout the
software development lifecycle.

Topic 2

¢ Software Architecture and Design: This module covers topics in designing, analyzing, and managing large
scale software systens. Students will learn various architecture types, how to select and implement

Topic 3
ol appropriate design patterns, and how to build well structured, reliable, and secure software systerns.
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WGUSecure Software Design (KEO1) Exam Sample Questions (Q110-Q115):

NEW QUESTION # 110
Which architecture deliverable identifies the organization's tolerance to security issues and how the organization plans to react ifa
security issue occurs?

A. Risk Mitigation Plan

B. Policy Compliance Analysis
C. Business Requirements

D. Threat Modeling Artifacts

Answer: A

NEW QUESTION # 111
Which secure coding best practice ensures sensitive information is not disclosed in any responses to users, authorized or
unauthorized?

A. Error handling and logging

B. Input validation

C. Authentication and password management
D. System configuration

Answer: A

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Preventing the disclosure of sensitive information in application responses is primarily addressed by implementing proper Error
Handling and Logging practices.

When errors occur, applications may inadvertently reveal sensitive data through detailed error messages. To mitigate this risk, error
handling mechanisis should be designed to provide generic error messages to end- users, while detailed error information is logged
securely for internal review. This approach ensures that sensitive information, such as system configurations, stack traces, or personal
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data, is not exposed to unauthorized users.

The OWASP Secure Coding Practices emphasize the importance of error handling and logging to prevent information leakage:
"Ensure that error messages displayed to users do not reveal sensitive information that can be exploited by attackers." References:
* OWASP Secure Coding Practices - Quick Reference Guide

NEW QUESTION # 112

The scrum team decided that before any change can be merged and tested, it must be looked at by the learns lead developer, who
will ensure accepted coding patterns are being followed and that the code meets the team's quality standards.

Which category of secure software best practices is the team performing?

A. Architecture analysis
B. Penetration testing
C. Training

D. Code review

Answer: D

Explanation:

The practice described is Code review, which is a part of secure software development best practices. Code reviews are conducted
to ensure that the code adheres to accepted coding patterns and meets the team's quality standards. This process involves the
examination of source code by a person or a group other than the author to identify bugs, security vulnerabilities, and ensure
compliance with coding standards.

References:

* Fundamental Practices for Secure Software Development - SAFECodel.

* Secure Software Development Framework | CSRC2.

* Secure Software Development Best Practices - Hyperproof3.

NEW QUESTION # 113

The security team contracts with an independent security consulting firm to simulate attacks on deployed products and report results
to organizational leadership.

Which category of secure software best practices is the team performing?

A. Architecture analysis
B. Penetration testing
C. Attack models

D. Code review

Answer: B

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Engaging an independent security consulting firm to simulate attacks on deployed products is an example of Penetration Testing,
Penetration testing involves authorized simulated attacks on a systemto evaluate its security. The objective is to identify
wvulnerabilities that could be exploited by malicious entities and to assess the systen's resilience against such attacks. This proactive
approach helps organizations understand potential weaknesses and implement necessary safeguards.

According to the OWASP Testing Guide, penetration testing is a critical component of a comprehensive security programn:
"Penetration testing nvolves testing the security of systems and applications by simulating attacks from malicious mdividuals."
References:

* OWASP Testing Guide

NEW QUESTION # 114

During fuzz testing of the new product, an exception was thrown on the order entry view, which caused a full stack dump to be
displayed in the browser window that included finction names from the source code.

How should existing security controls be adjusted to prevent this in the future?

e A Ensure all exceptions are handled in a standardized way
e B. Ensure privileges are restored after application exceptions



¢ C. Ensure sensitive information is scrubbed from all error messages
¢ D. Ensure private information is not logged

Answer: A

NEW QUESTION # 115
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Prep4sures has hundreds of WGUSecure Software Design (KEO1) Exam (Secure-Software-Design) exam dumps that are useful to
practice in real time. The WGU Secure-Software-Design practice questions have a close resemblance with the actual Secure-
Software-Design exam
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