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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps 58 & 300-215 54 5% i &8 (Q59-Q64):

B #59

An "unknown error code" is appearing on an ESXi host during authentication. An engineer checks the authentication logs but is
unable to identify the issue. Analysis of the vCenter agent logs shows no connectivity errors. What is the next log file the engineer
should check to continue troubleshooting this error?

A. var/log/general/log

B. var/log/syslog.log

C. var/log/shelllog

D. /var/log/vimksummary.log

Ef#: B

HM #60

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This
attack went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and
needs a security solution that will generate alerts when command and control communication from an infected device is detected.
Which network security solution should be recommended?

A. Cisco Secure Web Appliance (WSA)

B. Cisco Secure Firewall Threat Defense (Firepower)
C. Cisco Secure Emil Gateway (ESA)

D. Cisco Secure Firewall ASA

IEf#: B

B #61
Refer to the exhibit.

Which two actions should be taken based on the intelligence information? (Choose two.)

A. Block network access to all .shop domains

B. Route traffic fromidentified domains to block hole.

C. Use the DNS server to block hole all .shop requests.

D. Add a SIEM rule to alert on connections to identified domains.
E. Block network access to identified domains.

IEf@E: D. E

AR

The STIX mntelligence feed in the exhibit identifies specific malicious domains, such as:

* fightcovid19.shop

* nocovid19.shop

* stopcovid19.shop

These are categorized as "Malicious FQDN Indicator." The recommended cybersecurity actions when such threat intelligence is
received are:

* D. Block network access to identified domains: This directly prevents users or systems from communicating with known malicious
inffastructure and is a critical first step in threat mitigation.

* B. Add a SIEM rule to alert on connections to identified domains: This ensures that any attempted communication with these
domains is flagged for immediate review and action, enabling real-time threat detection and incident response.


https://www.topexam.jp/300-215_shiken.html

Blocking all .shop domains (Option A or C) would be overbroad and potentially disruptive, as many legitimate websites also use that
TLD. Option E (routing to block hole) could be valid as a DNS strategy, but B and D represent the most actionable and precise
responses per standard incident response practices.

Reference:CyberOps Technologies (CBRFIR) 300-215 study guide, Chapter on '"Threat Intelligence Platforns," covering how to
operationalize STIX/TAXII indicators via blocking and STEM integration.

P #62

A network host is infected with malware by an attacker who uses the host to make calls for files and shuttle traffic to bots. This
attack went undetected and resulted in a significant loss. The organization wants to ensure this does not happen in the future and
needs a security solution that will generate alerts when command and control communication from an infected device is detected.
‘Which network security solution should be recommended?

A. Cisco Secure Web Appliance (WSA)

B. Cisco Secure Firewall Threat Defense (Firepower)
C. Cisco Secure Email Gateway (ESA)

D. Cisco Secure Firewall ASA

IEf#: B

R -

TheCisco Secure Firewall Threat Defense (Firepower)includes advanced capabilities such as intrusion prevention, URL filtering, and
deep packet nspection. According to the CyberOps guide, it can detect and block C2 communications by analyzing traffic patterns
and comparing them to threat intelligence data. The guide specifically states: "Advanced solutions such as Firepower provide
detection capabilities for command and control (C2) traffic by identifying unusual outbound connections and behavioral anomalies".

H #63
A cybersecurity analyst must identify an unknown service causing high CPU on a Windows server. What tool should be used?

A. Process Explorer from the Sysinternals Suite to monitor and examine active processes
B. Volatility to analyze memory dumps for forensic investigation

C. SIFT (SANS Investigative Forensic Toolkit) for comprehensive digital forensics

D. TCPdunyp to capture and analyze network packets

EfE: A

fi .-
Process Explorer is an advanced Windows-based utility that shows real-time data about running processes, CPU usage, services,
DLLs, and handles. It is specifically designed for this kind of investigation and is part of the Sysinternals Suite.
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