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AE #114
‘Which methods are commonly used by malware authors to obfuscate their code? (Choose two)

A. Packing the executable

B. Hardcoding URLs in plaintext
C. Code encryption

D. Disabling logging finctions
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HEE #115
Why is it important to analyze the control words within an RTF document when investigating for malicious content?

A. To understand the document's layout structure

B. To identify custom styles applied to the document

C. To verify the document's compatibility with different viewers
D. To detect hidden instructions or shellcode

o2
m

: D

AR #116
IsDebuggerPresent() returns false but debugging artifacts are detected. What is the malware likely doing?

e A Anti-sandbox

¢ B. API hashing

¢ C. Hollowing

¢ D. Manual debugger detection

HEe. D

AR #117
‘What aspect of an embedded object within an RTF file is crucial to analyze for determining potential malicious intent?

¢ A The spatial positioning of the object within the document
¢ B. The metadata describing the creation date of the object
e C. The binary data representing the object

e D. The file extension of the embedded object
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EZ #118
Which static analysis techniques are commonly used to mnvestigate matware? (Choose two)

A. Disassenbling the binary to view low-level instructions
B. Viewing imported functions and libraries

C. Analyzing file execution in a sandbox environment

D. Capturing network traftic
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