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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q277-Q282):
NEW QUESTION # 277 
You are deploying a web application hosted on Compute Engine. A business requirement mandates that application logs are
preserved for 12 years and data is kept within European boundaries. You want to implement a storage solution that minimizes
overhead and is cost-effective. What should you do?
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A. Configure a custom retention policy of 12 years on your Google Cloud's operations suite log bucket in the EUROPE-
WEST1 region.
B. Use a Pub/Sub topic to forward your application logs to a Cloud Storage bucket in the EUROPE-WEST1 region.
C. Configure your Compute Engine instances to use the Google Cloud's operations suite Cloud Logging agent to send
application logs to a custom log bucket in the EUROPE-WEST1 region with a custom retention of 12 years.
D. Create a Cloud Storage bucket to store your logs in the EUROPE-WEST1 region. Modify your application code to ship
logs directly to your bucket for increased efficiency.

Answer: C

NEW QUESTION # 278 
A customer's company has multiple business units. Each business unit operates independently, and each has their own engineering
group. Your team wants visibility into all projects created within the company and wants to organize their Google Cloud Platform
(GCP) projects based on different business units. Each business unit also requires separate sets of IAM permissions.
Which strategy should you use to meet these needs?

A. Assign GCP resources in a project, with a label identifying which business unit owns the resource.
B. Create an organization node, and assign folders for each business unit.
C. Assign GCP resources in a VPC for each business unit to separate network access.
D. Establish standalone projects for each business unit, using gmail.com accounts.

Answer: B

Explanation:
To organize GCP projects based on different business units and manage IAM permissions, you should create an organization node
and assign folders for each business unit. This approach allows you to logically separate projects under folders and apply IAM
policies at the folder level.
Step-by-Step:
* Create Organization Node: Ensure that your GCP account is linked to an organization.
* Create Folders for Business Units:
* Navigate to the GCP Console > IAM & Admin > Resource Manager.
* Create a folder for each business unit under the organization node.
* Move Projects to Folders:
* Move existing projects into the respective folders according to the business unit.
* Set IAM Policies:
* Assign IAM roles and permissions at the folder level to manage access for each business unit independently.
* Monitor and Manage: Use Cloud Audit Logs and other GCP tools to monitor the activities and ensure compliance with the
organization's policies.
Creating and Managing Folders
Managing IAM Policies

NEW QUESTION # 279 
Your company has deployed an application on Compute Engine. The application is accessible by clients on port 587. You need to
balance the load between the different instances running the application. The connection should be secured using TLS, and
terminated by the Load Balancer.
What type of Load Balancing should you use?

A. Network Load Balancing
B. HTTP(S) Load Balancing
C. SSL Proxy Load Balancing
D. TCP Proxy Load Balancing

Answer: C

Explanation:
https://cloud.google.com/load-balancing/docs/ssl - SSL Proxy Load Balancing is a reverse proxy load balancer that distributes SSL
traffic coming from the internet to virtual machine (VM) instances in your Google Cloud VPC network.
Reference: https://cloud.google.com/load-balancing/docs/ssl/



NEW QUESTION # 280 
You recently joined the networking team supporting your company's Google Cloud implementation. You are tasked with
familiarizing yourself with the firewall rules configuration and providing recommendations based on your networking and Google
Cloud experience. What product should you recommend to detect firewall rules that are overlapped by attributes from other firewall
rules with higher or equal priority?

A. VPC Flow Logs
B. Firewall Insights
C. Firewall Rules Logging
D. Security Command Center

Answer: B

NEW QUESTION # 281 
You are tasked with exporting and auditing security logs for login activity events for Google Cloud console and API calls that modify
configurations to Google Cloud resources. Your export must meet the following requirements:
Export related logs for all projects in the Google Cloud organization.
Export logs in near real-time to an external SIEM.
What should you do? (Choose two.)

A. Ensure that the SIEM processes the AuthenticationInfo field in the audit log entry to gather identity information.
B. Enable Google Workspace audit logs to be shared with Google Cloud in the Admin Console.
C. Create a Log Sink at the organization level with a Pub/Sub destination.
D. Create a Log Sink at the organization level with the includeChildren parameter, and set the destination to a Pub/Sub topic.
E. Enable Data Access audit logs at the organization level to apply to all projects.

Answer: D,E

Explanation:
To meet the requirements for exporting and auditing security logs in near real-time for login activity events and API calls:
* Organization-Level Log Sink with Pub/Sub: Create a log sink at the organization level to ensure logs from all projects are
captured. Use the includeChildren parameter to include logs from all child resources (projects). Set the destination to a Pub/Sub
topic to facilitate near real-time log export to an external SIEM.
* Enable Data Access Audit Logs: Enable Data Access audit logs at the organization level to capture and export detailed information
about API calls that modify configurations of Google Cloud resources across all projects.
These steps ensure comprehensive logging and real-time export capabilities, which are crucial for security auditing and monitoring.
References
* Audit Logs Overview
* Exporting with Sinks

NEW QUESTION # 282
......
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