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Fortinet FCP_FAZ AN-7.6 Exam Syllabus Topics:

Topic Details
¢ Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
Topic 1 collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.
¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
Topic 2 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.
o Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
Topic 3 covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problems.
¢ SOC operation and automation: This domain addresses configuring events and event handlers, setting up
Topic 4 incidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated
responses, and troubleshooting automation workflow issues.
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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q43-Q48):

NEW QUESTION # 43

As part of your analysis, you discover that an incident is a false positive.
You change the incident status to Closed: False Positive.

Which statement about your update is true?

A. The incident number will be changed

B. The corresponding event will be marked as mitigated.
C. The audit history log will be updated.

D. The incident will be deleted.

Answer: C

Explanation:

‘When an incident in FortiAnalyzer is identified as a false positive and its status is updated to "Closed: False Positive," certain records
and logs are updated to reflect this change.

* Option A - The Audit History Log Will Be Updated:

* FortiAnalyzer maintains an audit history log that records changes to incidents, including updates to their status. When an incident
status is marked as "Closed: False Positive," this action is logged in the audit history to ensure traceability of changes. This log
provides accountability and a record of how incidents have been handled over time.

* Conclusion: Correct.

* Option B - The Corresponding Event Will Be Marked as Mitigated:

* Changing an incident to "Closed: False Positive" does not affect the status of the original event itself Marking an incident as a false
positive signifies that it does not represent a real threat, but it does not imply that the event has been mitigated.

* Conclusion: Incorrect.

* Option C - The Incident Will Be Deleted:

* Marking an incident as "Closed: False Positive" does not delete the incident fiom FortiAnalyzer.

Instead, it updates the status to reflect that it is not a real threat, allowing for historical analysis and preventing similar false positives in
the future. Deletion would typically only occur manually or by a different administrative action.

* Conclusion: Incorrect.

* Option D - The Incident Number Will Be Changed:

* The incident number is a unique identifier and does not change when the status of the incident is updated. This identifier remains
constant throughout the incident's lifecycle for tracking and reference purposes.

* Conclusion: Incorrect.

Conclusion:

* Correct Answer: A. The audit history log will be updated.

* This is the most accurate answer, as the update to "Closed: False Posttive" is recorded in FortiAnalyzer' s audit history log for
accountability and tracking purposes.

References:

FortiAnalyzer 7.4.1 documentation on incident management and audit history logging,

NEW QUESTION # 44
Why must you wait for several minutes before you run a playbook that you just created?

A. FortiAnalyzer needs that time to ensure there are no other playbooks running,
B. FortiAnalyzer needs that time to debug the new playbook.

C. FortiAnalyzer needs that time to parse the new playbook.

D. FortiAnalyzer needs that time to back up the current playbooks.

Answer: C

NEW QUESTION # 45
You discover that a few reports are taking a long tine lo generate. Which two steps can you Like to troubleshoot? (Choose two.)

e A, Remove old reports from the hcache
¢ B. Increase the ADOM reports quota
e (. Review report diagnostics



¢ D. Enable auto-cache and run the reports again

Answer: AD

NEW QUESTION # 46
You find that as part of your role as an analyst, you frequently search log View using the same parameters.
Instead of defining your search filters repeatedly, what can you do to save time?

A. Configure a data selector.

B. Configure a custom view.

C. Configure a marco and apply it to device groups.
D. Configure a custom dashboard.

Answer: B

Explanation:

When you frequently use the same search parameters in FortiAnalyzer's Log View, setting up a reusable filter or view can save
considerable time. Here's an analysis of each option:

* Option A - Configure a Custom Dashboard:

* Custom dashboards are useful for displaying a variety of widgets and summaries on network activity, performance, and threat
data, but they are not designed for storing specific search filters for log views.

* Conclusion: Incorrect.

* Option B - Configure a Custom View:

* Custom views in FortiAnalyzer allow analysts to save specific search filters and configurations.

By setting up a custom view, you can retain your frequently used search parameters and quickly access them without needing to
reapply filters each time. This option is specifically designed to streamline the process of recurring log searches.

* Conclusion: Correct.

* Option C - Configure a Data Selector:

* Data selectors are used to define specific types of data for FortiAnalyzer reports and widgets.

They are useful in reports but are not meant for saving and reusing log search parameters in Log View.

* Conclusion: Incorrect.

* Option D - Configure a Macro and Apply It to Device Groups:

* Macros in FortiAnalyzer are generally used for automation tasks, not for saving log search filters.

Applying macros to device groups does not fulfill the requirement of saving specific log view search parameters.

* Conclusion: Incorrect.

Conclusion:

* Correct Answer: B. Configure a custom view.

* Custom views allow you to save specific search filters, enabling quick access to frequently used parameters in Log View.
References:

FortiAnalyzer 7.4.1 documentation on creating and using custom views for log searches.

NEW QUESTION # 47
What is the purpose of running the command diagnose sql status sqlreportd?

A. To view a list of scheduled reports

B. To list the current SQL processes running

C. To display the SQL query connections and hcache status
D. To identify the database log insertion status

Answer: C

Explanation:

The command diagnose sql status sqlreportd is used in FortiAnalyzer to obtain specific information about the SQL reporting process
and caching status. Here's what this command accomplishes and an analysis of each option:

Command Functionality:

sqlreportd is the FortiAnalyzer daemon responsible for managing SQL~based reporting processes. The diagnose sql status
sqlreportd command provides nformation on active SQL query connections and the hcache (historical cache) status, which helps in
monitoring and troubleshooting SQL report generation.
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