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GitHub Advanced Security GHAS Exam Sample Questions (Q12-Q17):
NEW QUESTION # 12 
What is required to trigger code scanning on a specified branch?
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A. Developers must actively maintain the repository.
B. The repository must be private.
C. Secret scanning must be enabled on the repository.
D. The workflow file must exist in that branch.

Answer: D

Explanation:
Comprehensive and Detailed Explanation:
For code scanning to be triggered on a specific branch, the branch must contain the appropriate workflow file, typically located in
the .github/workflows directory. This YAML file defines the code scanning configuration and specifies the events that trigger the scan
(e.g., push, pull_request).
Without the workflow file in the branch, GitHub Actions will not execute the code scanning process for that branch. The repository's
visibility (private or public), the status of secret scanning, or the activity level of developers do not directly influence the triggering of
code scanning.

NEW QUESTION # 13 
The autobuild step in the CodeQL workflow has failed. What should you do?

A. Compile the source code.
B. Use CodeQL, which implicitly detects the supported languages in your code base.
C. Remove the autobuild step from your code scanning workflow and add specific build steps.
D. Remove specific build steps.

Answer: C

Explanation:
Ifautobuildfails (which attempts to automatically detect how to build your project), you shoulddisable itin your workflow andreplace
it with explicit build commands, using steps like run: make or run: ./gradlew build.
This ensures CodeQL can still extract and analyze the code correctly.

NEW QUESTION # 14 
What role is required to change a repository's code scanning severity threshold that fails a pull request status check?

A. Write
B. Admin
C. Triage
D. Maintain

Answer: B

Explanation:
To change the threshold that defines whether a pull request fails due to code scanning alerts (such as blocking merges based on
severity), the user must haveAdminaccess on the repository. This is because modifying these settings falls under repository
configuration privileges.
Users with Write, Maintain, or Triage roles do not have the required access to modify rulesets or status check policies.

NEW QUESTION # 15 
What kind of repository permissions do you need to request a Common Vulnerabilities and Exposures (CVE) identification number
for a security advisory?

A. Write
B. Admin
C. Triage
D. Maintain

Answer: B



Explanation:
Requesting a CVE ID for a security advisory in a GitHub repository requiresAdminpermissions. This level of access is necessary
because it involves managing sensitive security information and coordinating with external entities to assign a CVE, which is a formal
process that can impact the public perception and security posture of the project.

NEW QUESTION # 16 
Assuming there is no custom Dependabot behavior configured, where possible, what does Dependabot do after sending an alert
about a vulnerable dependency in a repository?

A. Scans any push to all branches and generates an alert for each vulnerable repository
B. Scans repositories for vulnerable dependencies on a schedule and adds those files to a manifest
C. Creates a pull request to upgrade the vulnerable dependency to the minimum possible secure version
D. Constructs a graph of all the repository's dependencies and public dependents for the default branch

Answer: C

Explanation:
After generating an alert for a vulnerable dependency, Dependabot automatically attempts to create a pull request to upgrade that
dependency to theminimum required secure version-if a fix is available and compatible with your project.
This automated PR helps teams fix vulnerabilities quickly with minimal manual intervention. You can also configure update behaviors
using dependabot.yml, but in the default state, PR creation is automatic.

NEW QUESTION # 17
......
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