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Juniper Security, Specialist (JNCIS-SEC) Sample Questions (Q85-Q90):
NEW QUESTION # 85

You are configuring logging for a security policy.

In this scenario, in which two situations would log entries be generated? (Choose two.)

e A every 10 mnutes
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e B. at session close
e C. every 60 seconds
e D, at session mitialization

Answer: B,D

Explanation:

Log entries would be generated in two situations: at session initialization and at session close. At session initialization, the log entry
would include details about the connection, such as the source and destination IP addresses, the service being used, and the action
taken by the security policy. At session close, the log entry would include details about the connection, such as the duration of the
session, the bytes sent/received, and the action taken by the security policy. For more information, you can refer to the Juniper
Security documentation at

httpsy//www.juniper.net/documentation/en_US/junos/topics/reference/configuration-statement/security- log-co

NEW QUESTION # 86
Which two statements are correct about JSA data collection? (Choose two.)

A. The Flow Collector can use statistical sampling

B. The Flow Collector parses logs.

C. The Event Collector parses logs

D. The Event Collector collects information using BGP FlowSpec.

Answer: A,C

Explanation:

The Flow Collector can use statistical sampling to collect and store network flow data in the JSA database. The Event Collector
collects information from various sources including syslog, SNMP, NetFlow, and BGP FlowSpec. Both the Flow Collector and the
Event Collector parse logs to extract useful information from the logs.

NEW QUESTION # 87
Which two statements about SRX Series device chassis clusters are true? (Choose two.)

A. Each chassis cluster member requires a unique cluster ID value.

B. Chassis cluster member devices must be the same model.

C. Redundancy group 0 is only active on the cluster backup node.

D. Each chassis cluster member device can host active redundancy groups

Answer: B,D

Explanation:

In a chassis cluster, both nodes can host active redundancy groups. The active redundancy groups can be distributed between the
two nodes, depending on the configuration and failover status, allowing each node to handle traffic for different sets of services or
mterfaces.

For the chassis clustering to function correctly, both nodes in the cluster must be of the same model.

This requirement ensures that the hardware capabilities, such as processing power and interface compatibility, are identical, which is
crucial for maintaining consistent performance and behavior between cluster nodes.

NEW QUESTION # 88
You want to manually failover the primary Routing Engine in an SRX Series high availability cluster pair.
Which step is necessary to accomplish this task?

A. Adjust the priority in the configuration on the secondary node.
B. Implement the control link recover/ solution before adjusting the priorities.
C. Manually request the failover and identify the secondary node
D. Issue the set chassis cluster disable reboot command on the primary node.

Answer: C



Explanation:

This step involves issuing a command to manually mitiate a failover from the primary Routing Engine to the secondary. This can
typically be done using a command like request chassis cluster failover redundancy-group <group-number> node <node-id>, where
<group-number> is the redundancy group you are failing over, and <node-id> specifies the node to which you want to failover
(usually the secondary node). This command forces the designated node to take over as primary for the specified redundancy group.

NEW QUESTION # 89
‘Which statement regarding Juniper Identity Management Service (JIMS) domain PC probes is true?

A. JIMS domain PC probes analyze domain controller security event logs at60-mmute intervals by default.

B. JIMS domain PC probes are triggered to map usernames to group membership information.

C. JIMS domain PC probes are triggered if no usernane to IP address mapping is found in the domain security event log.
D. JIMS domain PC probes are nitiated by an SRX Series device to verify authentication table information.

Answer: C

Explanation:

Juniper Identity Management Service (JIMS) domain PC probes are used to map usernames to P addresses in the domain security
event log. This allows for the SRX Series device to verify authentication table nformation, such as group membership. The probes
are triggered whenever a username to [P address mapping is not found in the domain security event log. By default, the probes are
executed at 60-minute intervals.
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