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i #76
A CISO is looking for a solution to lower costs, enhance overall efficiency, and improve the reliability of monitoring security related
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information.

Which ISCM feature is recommended?
A. Collection

B. Provisioning

C. Automation

D. Reporting
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B #77

An organization's security team is analyzing logs fromits Security Information and Event Management (SIEM) system to identify
unusual patterns.

Which subcategory of the Detect Function does this activity support?

A. Anomalies and Events
B. Security Awareness

C. Detection Processes
D. Continuous Monitoring

EfE: A

HP#78
Within the Identify Function, the Business Impact Analysis helps determine in case of a cybersecurity incident.

A. Personnel policies

B. Critical business functions
C. Asset depreciation rates
D. Budget allocations

IEf#: B

B #79
The Cybersecurity Framework uses profiles to align cybersecurity activities with:

A. Compliance regulations

B. Technical configurations

C. Software development processes
D. Organizational risk tolerance

IEf#: D

E R #80
Refer to the exhibit. What type of item appears in the second column of the table?



1U.BE-1: Lhe organizationesfolenn the suppiy

chain 1s identified and commuénicated

CUBEED APUUS.UL, APUUS.U4, APUUS.UD,
APO10.03, APO10.04, APO10.05

ISO/IEC 27001:2013 A_15.1.1, A.15.1.2,
A1513,A1521, A1522

NIST SP 800-53 Rev. 4 CP-2, SA-12

ID.BE-2: The organization’s place in critical
infrastructure and its industry sector 1s

identified and communicated

COBIT 5 APO02.06. APO03.01
ISO/IEC 27001:2013 Clause 4.1
NIST SP 800-53 Rev.4 PM-8

ID.BE-3: Priorities for organizational mission,
objectives, and activities are established and

communicated

COBIT 5 APO02.01, APCO2.06, APO03.01
ISA 62443-2-1:20094221,. 4236
NIST SP 800-53 Rev. 4 PM-11, SA-14

ID.BE-4: Dependencies and critical functions

for delivery of critical services are established

COBIT 5 APO10.01, BAI04.02, BAI0S.02
ISO/TEC 27001:2013 A.11.2.2, A11.23,
Al1213

NIST SP 800-53 Rev.4 CP-§, PE-9, PE-11,
PM-8. SA-14

ID.BE-5: Resilience requirements to support
delivery of critical services are established for
all operating states (e.g. under duress/attack,
during recovery, normal operations)

A. Function

B. Subcategory

C. Tier

D. Informative Reference

Ef#: D

] #81

COBIT 5 DSS04.02

ISO/IEC 27001:2013 A 11.14, A 17.1.1,
A1712 A.1721

NIST SP 800-53 Rev.4 CP-2, CP-11, SA-14
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