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Microsoft Identity and Access Administrator Sample Questions (Q171-Q176):

NEW QUESTION # 171
Your company has an Azure AD tenant that contains the users shown in the following table.

You have the app registrations shown in the following table.
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A company policy prevents changes to user permussions.
‘Which user can create appointments in the calendar of each user at the company?

A. User2
B. User3
C. User4
D. Userl

Answer: B

Explanation:

Microsoft Graph permissions can be of two types: Delegated and Application.

* Delegated permissions require a signed-in user and can access only that user's data.

* Application permissions are used by background services or daemons to access data across the organization without user consent
if the app is granted admin consent.

In the scenario:

* Appl (Userl) uses Delegated # can access only the user's data.

* App2 (User2) uses Delegated and Application (Calendars.ReadWrite) # can create appointments across all users. However,
User2 has no role to grant consent for application-level permissions.

* App3 (User3, User4) uses Application (Calendars.Read) # only read, not write permissions.

Since User3 is an Exchange administrator, they have the authority to grant admin consent to an application.

Although App3 only has "Read," the Exchange administrator can manage calendar data organization-wide and can create
appointments using Exchange management tools.

Hence, as per Microsoft's permissions model and SC-300 guidance, User3 is the only user who has both role and access
capabilities to create appointments in every user's calendar.

NEW QUESTION # 172

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective user.
The users register the applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users' email.

‘What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Tool to use: -
' Azure AD Identity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

Answer:

Explanation:



Tool to use: -
Azure AD Identity Protection
Identity Governance

Microsoft Endpoint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAuthapp |
Sign-in risk
User risk

Microsoft

Explanation

Tool to use: -
Azure AD ldentity Protection
Identity Governance

_Hicroabﬁ Cloud Appﬁ&unly
Microsoft Endpoint Manager

Policy type to create: -
App discovery = \jcrosoft
App protection
Conditional access
OAuth app

Sign-in risk

User risk

Reference:
https:/docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

NEW QUESTION # 173
You have a Microsoft Entra tenant that contains the users shown in the following table.

Name Member of

Adminl Groupl

Admind’ | ‘Group2
Admind, | Group], Group2

You add the following assignment for the User Administrator role:

* Scope type: Directory

* Selected members: Group1

* Assignment type: Active

* Assignments starts August 15. 2022

* Assignment ends: December 15, 2022

You add the following assignment for the Exchange Administrator role:
* Scope type: Directory

* Selected members: Group2

* Assignment type: Eligible

* Assignments starts: October 15, 2022

* Assignment ends: January 15. 2023

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



Answer Area

Statements

On November 15, 2022, Admin1 can reset the password of Admin2

On October 15, 2022, Admin signs p ang BEW At idkstlerEthange Online

On Septemitier ), 02 2Admin3 can reset the password of Adminl

Answer:
Explanation:
Answer Area
Statements Yes No
On November 15, 2022, Admin1 can reset the password of Adming I_r_ |
On October 15, 2022, Admin2 signs in and can admirister Exchange Online 10
On September 1, 2022, Admin3 can rq'( ¥ password of Admin1 10
‘- .
Explanation:
Answer Area
Statements Yes No
On November 15, 2022, Admin1 can reset the password of Admin2 .
On October 15, 2022,_AdminZ3ighs i .and can administer Exchange Online ®
‘-
On September 1, 2022 Adming fdnlrgSefthe p&sword;dFAdM|nT .
NEW QUESTION # 174
You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

You plan to create an emergency-access admmnistrative account named Emergencyl. Emergencyl will be assigned the Global
administrator role in Azure AD. Emergencyl will be used in the event of Azure AD functionality failures and on-premises
mffastructure failures.

You need to reduce the likelihood that Emergency1 will be prevented from signing in during an emergency.

‘What should you do?

A. Require Azire AD Privileged Identity Management (PIM) activation of the Global administrator role forEmergencyl.
B. Configure a conditional access policy to restrict sign-in locations for Emergency! to only the corporatenetwork.

C. Configure a conditional access policy to require multi-factor authentication (MFA) for Emergencyl.

D. Configure Azure Monitor to generate an alert if Emergency! is modified or signs in.

Answer: C

Explanation:

According to Microsoft's official SC-300 Identity and Access Administrator study guide and Microsoft Learn module: Manage
emergency access accounts in Azure AD, an emergency access (break-glass) account must always be configured to maintain
administrative control during service outages or authentication failures. The study material explicitly emphasizes that these accounts
must not rely on on-premises infrastructure or Conditional Access policies that could block sign-ins in an emergency. The
recommended configuration is to exclude the emergency account from Conditional Access rules, enable cloud-only authentication,
and require strong authentication (MFA) to prevent compromise.

The exam guide states:

"Emergency access accounts should be cloud-only, assigned the Global Administrator role, and configured with multi- factor
authentication that does not depend on the organization's normal identity provider or on- premises systens." Options like restricting
sign-in to corporate networks (Option C) or requiring Privileged Identity Management activation (Option B) could lock out access if



the Azure AD or network is unavailable. Azure Monitor alerts (Option A) help with monitoring but do not prevent sign-in issues.

Therefore, the correct answer per Microsoft's best practice is to enforce MFA for the account to ensure security without relying on
on-premises dependencies.

NEW QUESTION # 175
You have an Azure AD tenant.
You perform the tasks shown in the following table.

Date Task
March 1 Register four enterprise applications named AppT, App2, App3, and
App4.
March 15 | From the tenant, update the following séttings for App1: App roles,
Users and groups, Client secret) and Self-service.
March 20 | From the tenant, update the following settings for App2: App roles,
Users and groups, Client secret, and Self-service.
March 25 | From the tenant update the following settings for App3: App roles,
Users and groups, Client secret, and Self-service.
March 30 | From thie tenant, u Sthe following setti r App4: App roles,
Users and groups, 2: seéréd L@Sﬁf

On April 5, an administrator deletes App1, App2, App3, and App4.

You need to restore the apps and the settings.

Which apps can you restore on April 16, and which settings can you restore for App4 on April 16? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

MMWET Area -
L]
Apps: | App3 and only ] ft
No apps .

Appd only |

App3 and App4d.only

App2, Appd,and App4 only
|App I;AEM App3, and App4

App4 settings® [ App roles, Users and groups, Client secret, and Self-service v
No settings

Self-service only
App roles and Client secret only
Users and groups and Self-service onl

App roles, Users and groups, Client secret, and Self-service

Answer:

Explanation:



Answer Area

Apps I App3 and App4 only ':‘l
No apps
App4 only
App3 and App4 only, <~
App2, App3,and App4 only

App1,App2, App3, and App4

App4 settings | App roles, Users and gqroups, Client secret, and Self-service bt
‘Nn settings
Self-service only
App roles and Client secret only,
Users and groups-and Seif-Sarice by

App roles, Users and ps, Client secret, and Self-service

NEW QUESTION # 176
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