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« B. It sends instruction to a compromised system
= C. It enumerates open ports on a network device
» D 1t drops secondary payload into malware

Answer: B

NEW QUESTION # 217
Refer to the exhibit,
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Which two elements in the table are parts of the 5-tuple? (Choose two.}

= A. Source Port

« B. First Packet

= . Initiatos [P

= 1) [nitiator User

« E. Ingress Security Zone

Answir: A, C

NEW QUESTION # 218
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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q437-Q442):

NEW QUESTION # 437
Which two elements are assets in the role of attribution in an nvestigation? (Choose two.)

A. session

B. threat actor
C. firewall logs
D. laptop

E. context

Answer: B,D

Explanation:

In the context of cybersecurity, an asset is anything that has value to the organization, its business operations and their continuity,
including data and physical devices. In the role of attribution in an investigation, which is the process of associating an action or event
with a particular individual or entity, certain assets are particularly relevant. A laptop can be an asset because it may contain data or
clues that can help trace the origin of a cyber attack. Similarly, identifymng the threat actor (E) is crucial for attribution, as it involves
understanding who is behind the attack and their motives, which can be essential for preventing future attacks and for legal
proceedings.

References: Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS)1.

NEW QUESTION # 438
Refer to exhibit.
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An engineer is Investigating an Intrusion and Is analyzing the pcap file. Which two key elements must an engineer consider? (Choose
two.)

A. Variable "info" field and unchanging sequence number

B. identical length of 120 and window size (64)

C. High volume 0i SYN packets with very little variance in lime
D. same source IP address with a destination port 80

E. SYN packets acknowledged from several source IP addresses

Answer: C,E

Explanation:
The exhibit shows a pcap file capturing multiple TCP SYN packets directed at the same destination IP address.
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High volume of SYN packets with very little variance in time: This pattern is indicative ofa SYN flood attack, a type of Denial of
Service(DoS) attack where numerous SYN requests are sent to overwhelm the target system

SYN packets acknowledged from several source [P addresses: This can be indicative of a Distributed Denial of Service (DDoS)

attack where multiple compromised hosts (botnet) are used to generate traffic.

These characteristics suggest that the network is under a SYN flood or DDoS attack, aiming to exhaust the target's resources and
disrupt service availability.

References

Understanding SYN Flood Attacks

Analysis of DDoS Attack Patterns

Wireshark Analysis Techniques for Intrusion Detection

NEW QUESTION # 439
What is an attack surface as compared to a vulnerability?

A. an exploitable weakness in a system or its design

B. the individuals who perform an attack

C. any potential danger to an asset

D. the sum of all paths for data into and out of the environment

Answer: D

Explanation:

The attack surface is the sum of all paths for data into and out of the environment, such as network interfaces, applications, services,
protocols, ports, and user accounts. The attack surface represents the exposure of the environment to potential threats and attacks.
A vulnerability is an exploitable weakness in a system or its design that can allow an attacker to compromise the system or its data.
A vulnerability is a subset of the attack surface, as not all paths for data are vulnerable. Reference: [Understanding Cisco
Cybersecurity Operations Fundamentals (CBROPS) - Module 1: Security Concepts]

NEW QUESTION # 440
What does cyber attribution identity in an investigation?

A. vulnerabilities exploited
B. exploit of an attack

C. cause of an attack

D. threat actors of an attack

Answer: D

Explanation:
Explanation/Reference:

NEW QUESTION # 441
Which evasion technique is indicated when an intrusion detection system begins receiving an abnormally high volume of scanning
from numerous sources?

A. resource exhaustion
B. traffic fragmentation
C. tunneling

D. timing attack
Answer: A

NEW QUESTION # 442
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