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¢ FortiClient provisioning and deployment: This section focuses on deploying FortiClient to endpoint devices,
T | creating and assigning endpoint profiles, and implementing endpoint security features to enforce protection
and compliance.

¢ FortiClient EMS design and deployment: This domain covers the architecture, core components, and
D deployment modes of FortiClient EMS. It also includes installing and configuring the server to ensure
proper setup and initial system operation.

¢ Troubleshooting: This section covers analyzing logs and diagnostic information to identify issues with EMS
F&E3 and endpoints, and resolving common deployment, connectivity, and configuration problemns.

e Zero trust and Security Fabric integration: This domain explains how to integrate EMS with the Fortinet
L4 Security Fabric, configure quarantine for compromised endpoints, and implement zero trust network
access to control and secure endpoint connectivity.
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8 #51
Exhibit.
1:48:39 PMF fe mufnllty lEf ="A vulnerablility scan result has been logged™ status=N/A wulncat="Operating
1:40:39 PM Irforma uillera ty %g="The vulnerability scan status has changed™ status="scanning finished™ wulnc
1:41:38 PM Information ESNAC 1d=96958 user=Admin msg="User social media information™ social srvec=os soclal user=Adain
2:12:22 PM Information Config 1d-96882 msg~"Policy 'Default’ was recelved and applied”
2:13:27 MM Information ESNAC  1d-96958 user=Adain msg="User social media information” social_srve=os soclal_user=Adain
2:14:32 PM Information ESNAC  1d=96959 emshostname~WIN-EHVKBEAIS71 msg="Endpoint has AV whitelist engine version 6.80134 and si
2:14:54 PM Information Config id-96882 msg-"Policy ‘Default’ was received and applied”
2:16:01 PM Information ESNAC  1¢-96958 user=Adain msg="User soclal media information” soclal srvc=os soclal _user=Admin
2:20:19 PM Information Config 1d=96881 msg="Compliance rules 'default’ were received and applied”
2:20:23 MM Debug ESNAC  PIPEMSG_CMD_ESNAC_STATUS_RELOAD CONFIG
2:20:23 MM Debug ESNAC  cb828898d1ae56916F84ccT90%1eb1a
2:20:23 MM Debug ESNAC  Before Reload Config
2:20:23 PM Debug ESNAC  ReloadConfig
2:20:23 MM Debug Scheduler stop.task() called
2:20:23 MM Debug Scheduler GUI change event
2:20:23 PM Debug Scheduler stop_task() called
2:20:23 M Information Conflg 1d-96882 msg="Policy 'Fortinet-Training® was received and applied”
2:20:23 MM Debug Conflg ‘scan on reglstration’ is disabled - delete 'on registration' wvulnerabllity scan.
2:20:23 MM Debug Config ImportConfig: tag <\forticlient_configuration\antiexploit\exclusion_applications> value is empty.

Based on the FortiClient logs shown in the exhibit, which endpoint profile policy is currently applied lo the ForliClient endpoint from
the EMS server?

A. Default

B. Fortinet-Training

C. Default configuration policy ¢
D. Conpliance rules default

£%: B

f# RSB -

* Observation of Logs:

* The logs show a policy named "Fortinet-Training" being applied to the endpoint.

* Evaluating Policies:

* The log entries indicate that the "Fortinet-Training" policy was received and applied.

* Conclusion:

* Based on the logs, the currently applied policy on the FortiClient endpoint is "Fortinet- Training'".
References:

FortiClient EMS policy configuration and log analysis documentation from the study guides.

PR #52
Refer to the exhibit. You provide a webserver hosting service. An endpoint downloads a test file, testfile.txt, that gets blocked by
FortiClient.
‘Which configuration can you use to make the file accessible on the endpoint?
Endpoints > All Endpoints

[ ] Q -an J Paich « % Action =

o, ' Admimstraror - 10.150.0,41 £ Policy | Defavk D EMS
B Other Endpoints L

Summary Antivirus E Web Filter Events Vvideo Fillér E Vulnerabilty Events PUA Events System Events
Date Y& _Count $ Message
2025-02-12 00:40:51 1 Malware: EICAR_TEST_FILE found in C:\Users\administrator\Desktop\Resources\testfile

RTHIET

A. Add the file to the allowlist in quarantine management on FortiClient EMS.
B. Allow the webserver URL in the exclusion list in the web filter profile.

C. Exclude testfile.txt from the malware protection profile.

D. Restore access to file directly using FortiClient.

ER: A
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To allow a specific file that was blocked by FortiClient, the administrator can add it to the allowlist in FortiClient EMS quarantine

management. This permits the endpoint to access the file without triggering malware protection.

FIRE #53
Refer to the exhibit, which shows the Zero Trust Tagging Rule Set configuration.

Zero Trust Tagging Rule Set

Name Compliance
Tag EndpointAs @ Cormpliant
Enabled &
Comments

Type Value

AntiVirus Software WAV Software is installed and running

OS5 Version 2 Windows Server 2012 R2
3 Windows 10

Rule Logic ©

(1 and 3) or 2

AN
| [ |

"D Default L DgIc

+ Add Rule

Y Reset

‘Which two statements about the rule set are true? (Choose two.)

A. The endpoint must satisfy that only AV software is installed and running,

B. The endpoint must satisfy that only Windows 10 is running.

C. The endpoint must satisfy that antivirus is installed and running and Windows 10 is running.
D. The endpoint must satisfy that only Windows Server 2012 R2 is running.

ER: CD

fB RSB -

Based on the Zero Trust Tagging Rule Set configuration shown in the exhibit:

* The rule set includes two conditions:

* AV Software is installed and running

* OS Version is Windows Server 2012 R2 or Windows 10

* The Rule Logic is specified as "(1 and 3) or 2," meaning;

* The endpoint must have antivirus software installed and running and must be running Windows
10.

* Alternatively, the endpoint must be running Windows Server 2012 R2.

Therefore, the endpoint must satisfy either:

* Antivirus is installed and running and Windows 10 is running,

* Windows Server 2012 R2 is running.

References

* FortiClient EMS 7.2 Study Guide, Zero Trust Tagging Rule Set Configuration Section
* Fortinet Documentation on Configuring Zero Trust Tagging Rules and Logic
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Refer to the exhibit, which shows the output of the ZTNA traffic log on FortiGate.

eventtine=163J0841016625469)5 te="-03700% 10gid="0000000013" type="traffic”
subcype="forward™ level="notlice®" vd="root® srcip=100.64.2.253/8rcpore~5S8664 srcintf="porcl”™
srcintfrole"van™ datip*100.64.1.10 decport=9443 dstinti="root™ wstincfrole="under ined™
srccountry="Reserved® dstcountry="Reserved™ seasidnid=5218 proto=é action="deny® policyid=0
policytype="proxy-policy” service="tcp/9441" trandisp="noop" duration=0 sentbyte~D rocvdbyte=0 sentpkt=0
rovdpke=0 ap =" ynaca - untztna~l mag="Denied: failled to match a proxy-policy”
utmcef=65462 m om

-

What can you conclude from the log message?

A. The remote user connection does not match the local-in policy.

B. The remote user connection does not match the ZTNA server configuration.
C. The remote user connection does not match the ZTNA firewall policy.

D. The remote user connection does not match the ZTNA rule configuration.

EX: D

i RE S -

* Observation of ZTNA Traffic Log:

* The log message indicates that the remote user connection was denied due to failure to match a proxy policy.

* Evaluating Log Message:

* The message suggests that the connection does not match the existing ZTNA rule configuration, leading to the denial.

* Conclusion:

* The correct conclusion from the log message is that the remote user connection does not match the ZTNA rule configuration (B).
References:

ZTNA traffic log analysis and configuration documentation from the study guides.

/B #55
Which two VPNtypes can a FortiClientendpoint user inmate from the Windows command prompt? (Choose two)

A. SSL VPN
B. IPSec
C.12TP
D. PPTP

BER: AB

AR«

FortiClient supports initiating the following VPN types from the Windows command prompt:

* IPSec VPN FortiClient can establish IPSec VPN connections using command line instructions.

* SSL VPN FortiClient also supports initiating SSL. VPN connections from the Windows command prompt.

These two VPN types can be configured and initiated using specific command line parameters provided by FortiClient.
References

* FortiClient EMS 7.2 Study Guide, VPN Configuration Section

* Fortinet Documentation on Command Line Options for FortiClient VPN
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