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M #287

Company A has an S3 bucket containing premier content that they intend to make available to only paid subscribers of their website.
The S3 bucket currently has default permissions of all objects being private to prevent inadvertent exposure of the premier content to
non-paying website Visitors.

How can Company A provide only paid subscribers the ability to download a premier content file in the S3 bucket?

A. Generate a pre-signed object URL for the premier content file when a paid subscriber requests a download
B. Add a bucket policy that requires Multi-Factor Authentication for requests to access the S3 bucket objects
C. Enable server side encryption on the S3 bucket for data protection against the nonpaying website visitors
D. Apply a bucket policy that grants anonymous users to download the content from the S3 bucket

Ef: A

B #288

e A. Ask an administrator in Account B to allow the EC2 IAM role permission to assume the AccessPII role

¢ B. Ask an admnistrator in Account A to allow the EC2 IAM role permission to assume the AccessPII role with predefined
service control policies

¢ C. Include the Gets ess ionToken API in the application code logic to obtain credentials to access the Pll table

¢ D. Include the AssumeRole API in the application code logic to obtain credentials to access the Pll table.

¢ E. Ask an admmnistrator in Account B to allow the EC2 IAM role permission to assume the AccessPII role with predefined
service control policies

e F. Anapplication running on Amazon EC2 mstances in Account B requires access to the Pll table. An admnistrator in
Account A created an IAM role named AccessPII with privileges to access the Pll tabler and made Account B a trusted
entity.
Which combination of additional steps should developers take to access the table1? (Select TWO )

IEf#: A. D. F
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A developer has a financial application. The application uses AWS Secrets Manager to manage an Amazon RDS for PostgreSQL
database's username and password. The developer needs to rotate the password while maintaining the application's high availability.
Which solution will meet these requirements with LEAST development effort?

e A Rotate the secret by using the single-user rotation strategy. Update the application with an appropriate retry strategy to
handle authentication failures.

e B. Rotate the secret by using multivalue answer rotation. Update the application with an appropriate retry strategy to handle
authentication failures.

e C. Use the PostgreSQL client to create a new database username and password. Include the new secret values by
performing an immediate rotation. Use the AWS CLI to update the RDS database password.
Perform an immediate rotation of the Secrets Manager secrets.

¢ D. Rotate the secret by using the alternating-users rotation strategy. Update the application with an appropriate retry strategy
to handle authentication failures.

ER: A
i

Requirement Summary:
* Secrets managed in AWS Secrets Manager


https://www.passtest.jp/Amazon/AWS-Developer-shiken.html

* DB: Amazon RDS for PostgreSQL

* Need automated password rotation

* Must maintain high availability

* Least development effort

Rotation Strategies:

# Single-user rotation strategy

* # Simplest to implement

* The secret contains one set of credentials used by app and rotation logic
* # Supports automated rotation

* AWS provides built-in Lambda rotation templates for RDS

A). Alternating-users strategy

* ## More complex

* Requires application to switch users during rotation window

B). Manual secret + CLI rotation

* # Too much manual work

* Not scalable or reliable

C). Multivalue answer rotation

* # Not a valid strategy in this context

* Doesn't apply to Secrets Manager

* Secrets Manager rotation strategies: httpsz/docs.aws.amazon.convsecretsmanager/latest/userguide
/rotating-secrets.html

* RDS PostgreSQL secret rotation: httpsz/docs.aws.amazon.convsecretsmanaget/latest/userguide
/rotating-secrets_strategies. htmi#rotating-secrets-single-user

B #290
In Amazon EC2, which of the following is the type of monitoring data for Amazon EBS volumes that is available automatically in 5-
minute periods at no charge?

A. Primary
B. Detailed
C. Initial
D. Basic

IEf#: D

fi .-

Basic is the type of monitoring data (for Amazon EBS volumes) which is available automatically in
S-minute periods at no charge called.

http-//docs.amazonwebservices.com AWSEC2/latest/UserGuide/monitoring-volume- status. html

E R #291

A company needs to secure its existing website running behind an Elastic Load Balancer. The website's Amazon EC2 instances are
CPU-constrained.

‘What should be done to secure the website while not increasing the CPU load on the EC2 web servers?

(Choose two.)

A. Configure SSL certificates on an Elastic Load Balancer.

B. Install SSL certificates on the EC2 instances.

C. Configure an Elastic Load Balancer with SSL termination.

D. Configure an Elastic Load Balancer with a Loadable Storage System
E. Configure an Elastic Load Balancer with SSL pass-through.

EME: AL B
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