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NEW QUESTION 29

While reviewing some audit logs, an anabyst has identified consistent modifications to the

aahdd config fibe for an organization's server. The analyst would lthe to investigate and compars
contents of the current file with archived versions of files that are saved weekly. Which of the
following toods will be MOST effective during the investigation?

= A sort*

* B. mare * | grep

» Cocat® |cot-d ', -F257
= Db, dliff

Answer: D

NEW QUESTION 30
A secretary receives an email from a friend with a picture of a kitten in it. The secretary forwards it
o the
=~ COMPANYWIDE mailing list and. shortly thereafter, users across the company receive the
following messagpe:
“You seem tense. Take a deep hreath and refax!”
Thar incident response team is activated and opens the picture in a virtual machine to test it. After a
short analysis, the following code is fouwnd in C:
\Tempchill.exe:Powershell.exe -Command “do {{for /L %3 in (2,1,254) do shutdown /r /m Error!
Hyperlink reference not valid.&gt; /f it/ 0 {ic “You seem tense. Take a deep breath and
relax! ) Start-Sleep -5 000) b owhited 1) Which of the following BEST represents what the attacker
was trying to accomplish?

® A, Taunt the user and then ielgger a reboot every 15 minutes

= B. Taunt the user and then trigger a shutdown every 900 minutes.
= . Taunt the user and then trigger a reboot every 900 minutes,
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Z| &l CyberSec First Responder (CFR) CFR-410 F 2 ZE Xl (Q93-Q98):

EE #93
A common formula used to calculate risk is:+ Threats + Vulnerabilities = Risk. Which of the following represents the missing factor
in this formula?

A. Security
B. Probability

C. Asset
D. Exploits

02
M

: C

HAE #9%
Which three of the following are included in encryption architecture? (Choose three.)

A. Certificate

B. Data

C. Encryption keys

D. Encryption engine

E. Database encryption

dY: ACD

MY

Certificate: Certificates are often used in encryption architectures to provide authentication and facilitate secure communication,
especially in systems using public key infrastructure (PKI).

Encryption keys: These are crucial components of any encryption architecture, as they are used to encrypt and decrypt data.
Encryption engine: The encryption engine is the core component that performs the actual encryption and decryption operations.

HE #95

A company website was hacked via the following SQL query:

email, passwd, login _id, fill name FROM members

WHERE email = "attacker@somewhere.com”; DROP TABLE members; -"
Which of the following did the hackers perform?

A. Deleted the entire members table

B. Performed a cross-site scripting (XSS) attack

C. Cleared tracks of attacker@somewhere.com entries
D. Deleted the email password and login details

o
m

: D

EE #96
A security engineer is setting up security information and event management (SIEM). Which of the following log sources should the
engineer include that will contain indicators of a possible web server compromise? (Choose two.)

A. Domain controller logs
B. NetFlow logs

C. FTP logs

D. Proxy logs

E. Web server logs

Y. AE

BB #97



‘Which answer option is a tactic of social engineering in which an attacker engages in an attack performed by phone?

A. Smishing
B. Vishing
C. Phishing
D. Pretexting

HE: B

MY
Vishing, or voice phishing, is a form of social engineering where an attacker uses phone calls to trick individuals into revealing
sensitive information, such as personal details or login credentials.
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