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WGUSecure Software Design (KEO1) Exam Sample Questions (Q47-Q52):
NEW QUESTION # 47 
The security team is reviewing all noncommercial software libraries used in the new product to ensure they are being used according
to the legal specifications defined by the authors.
What activity of the Ship SDL phase is being performed?

A. Final security review
B. Open-source licensing review
C. Policy compliance analysis
D. Penetration testing

Answer: B

Explanation:
The activity described pertains to the review of noncommercial software libraries to ensure compliance with the legal specifications
set by the authors. This is part of the open-source licensing review, which is a critical activity in the Ship phase of the Security
Development Lifecycle (SDL). This review ensures that all open- source components are used in accordance with their licenses,
which is essential for legal and security compliance.
: The Ship phase of the SDL includes various activities such as policy compliance review, vulnerability scanning, penetration testing,
open-source licensing review, and final security and privacy reviews12. The open-source licensing review specifically addresses the
legal aspects of using third-party software components2.

NEW QUESTION # 48 
The product security incident response team (PSIRT) has decided to make a formal public disclosure, including base and temporal
common vulnerability scoring system (CVSS) scores and a common vulnerabilities and exposures (CVE) ID report, of an externally
discovered vulnerability.
What is the most likely reason for making a public disclosure?

A. Notification of a vulnerability from an external party has occurred.
B. The vulnerability reporter has threatened to make the finding public after being notified that their case was not credible.
C. The response team has determined that the vulnerability is credible.
D. The potential for increased public awareness of a vulnerability is probable, which could lead to higher risk for customers.

Answer: C

NEW QUESTION # 49 
Which threat modeling approach concentrates on things the organization wants to protect?

A. Asset-centric
B. Server-centric
C. Attacker-centric
D. Application-centric

Answer: A

Explanation:
The Asset-centric approach to threat modeling focuses on identifying and protecting the assets that are most valuable to an
organization. This method prioritizes the assets themselves, assessing their sensitivity, value, and the impact on the business should
they be compromised. It is a strategic approach that aims to safeguard the confidentiality, integrity, and availability of the
organization's key assets.
References:
* A Review of Asset-Centric Threat Modelling Approaches1.
* Approaches to Threat Modeling - are you getting what you need?2.

https://www.examdiscuss.com/WGU/exam/Secure-Software-Design/questions/


* What Is Threat Modeling? - CrowdStrike3.

NEW QUESTION # 50 
Which threat modeling step assigns a score to discovered threats?

A. Set the Scope
B. Rate Threats
C. Analyze the Target
D. Identify and Document Threats

Answer: B

NEW QUESTION # 51 
What are the three primary goals of the secure software development process?

A. Redundancy, scalability, and portability
B. Cost, speed to market, and profitability
C. Confidentiality, integrity, and availability
D. Performance, reliability, and maintainability

Answer: C

Explanation:
The three primary goals of the secure software development process, often referred to as the CIA triad, are confidentiality, integrity,
and availability. These principles form the cornerstone of security considerations in the software development life cycle (SDLC).
* Confidentiality ensures that sensitive information is accessed only by authorized individuals and systems. This involves implementing
access controls and encryption to protect data from unauthorized access.
* Integrity refers to maintaining the accuracy and consistency of data across its lifecycle. This means that the data is not altered or
tampered with by unauthorized entities. Techniques like checksums and digital signatures help ensure data integrity.
* Availability ensures that information and resources are accessible to authorized users when needed.
This involves creating resilient systems that can withstand attacks and recover quickly from any disruptions.
By integrating these security goals into each phase of the SDLC, from planning and design to development, testing, and maintenance,
organizations can create more secure software systems that are resilient to cyber threats.
References: The information provided here is verified as per the Secure Software Design documents and best practices in the field,
as outlined by sources such as Snyk1, GeeksforGeeks2, and SAFECode3.
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