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CertNexus CyberSec First Responder Sample Questions (Q144-Q149):

NEW QUESTION # 144
Which three tools are used for integrity verification of files? (Choose three.)

A. md5deep
B. pgp32
C.ent

D. sha256sum
E. md5sum

Answer: A,D,E

Explanation:
sha256sum: This tool calculates the SHA-256 hash of a file, which can be used for integrity verification by comparing the hash value
with a known, trusted value.
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mdSsum: This tool calculates the MDS5 hash of a file, which can also be used to verify its integrity by checking against a known hash
value.

md5deep: This is a tool that provides recursive MDS5 hash calculation, which can be useful for verifying the integrity of multiple files
at once.

NEW QUESTION # 145

Recently, a cybersecurity research lab discovered that there is a hacking group focused on hacking into the computers of financial
executives in Company A to sell the exfiltrated information to Company B.

Which of the

following threat motives does this MOST likely represent?

A. Desire for financial gain
B. Reputation/recognition
C. Desire for power

D. Association/affiliation

Answer: A

NEW QUESTION # 146
Which of the following are core finctions of SIEM solutions?

A. Forensic mvestigations, threat modeling, and big data analysis.

B. Static malware analysis, dynamic malware analysis, and incident detection.
C. Alerts of potential attacks, forensic investigations, and incident detection.
D. Malware analysis, forensic nvestigations, and incident detection.

Answer: C

Explanation:

The core finctions of SIEM (Security Information and Event Management) solutions typically include:

Alerts of potential attacks: SIEM systems monitor network traffic, system logs, and security events to detect suspicious activity and
generate alerts.

Forensic investigations: SIEM solutions provide tools for investigating past events and identifying the root cause of security incidents.
Incident detection: SIEM solutions correlate log data from various sources to identify potential security incidents in real-time.

NEW QUESTION # 147

A security operations center (SOC) analyst observed an unusually high number of login failures on a particular database server. The
analyst wants to gather supporting evidence before escalating the observation to management. Which of the following expressions
will provide login failure data for 11/24/2015?

A. grep 20150124 security log | grep "login_failure"
B. grep 20151124 security log| grep "logn"

C. grep 20151124 security log | grep -c "logn failure”
D. grep 20151124 security log | grep -c "logn”

Answer: B

NEW QUESTION # 148
When performing an investigation, a security analyst needs to extract information from text files in a Windows operating system
Which of the following commands should the security analyst use?

A. findstr
B. sigverif
C.awk
D. grep



Answer: C

NEW QUESTION # 149
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