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Topic Details

Topic 1

Chrome Enterprise Management Fundamentals: This section of the exam measures skills of a Chrome
Device Administrator and covers the foundational elements of managing Chrome in an enterprise. It
includes understanding how policies are applied and resolved, differentiating managed browsers from
profiles, and describing how policies work. It also covers Chrome's built-in security features, how
extensions are used and deployed, and how the release cycle and channels are managed.

Topic 2

Chrome Updates: This section of the exam measures skills of a Chrome IT Policy Analyst and addresses
the various update methods available for Chrome. It includes selecting the right update strategy for different
business and security needs, managing compliance across platforms, and adapting update methods based
on environmental changes or risks.

Topic 3

Manage Chrome Enterprise in the Cloud: This section of the exam measures skills of a Cloud Systems
Administrator and focuses on preparing and configuring environments for Chrome cloud management.
Candidates must demonstrate how to verify domains, use admin roles, configure organizational structures,
deploy enrollment tokens, enable reporting, and maintain Chrome using the Google Admin console.

Topic 4

Analyze Chrome Data: This section of the exam measures skills of a Chrome Data Analyst and focuses on
using the Google Admin console to view, analyze, and troubleshoot browser data. It includes reviewing
reports, diagnosing browser or update issues, investigating performance problems, and identifying security
risks based on log events and Chrome activity.

Topic 5

Chrome Extensions: This section of the exam measures skills of an Endpoint Security Manager and
involves managing Chrome extension policies. It includes designing extension management strategies,
handling extension exemptions, creating approval workflows, and assessing extensions for their risk and
compliance with business continuity requirements.

Google Professional Chrome Enterprise Administrator Certification Exam
Sample Questions (Q45-Q50):
NEW QUESTION # 45 
A company deploys policies in a hybrid manner from both on premises and the Google Admin console How would policies set in
chrome://policy?

A. Level: Mandatory, Source: Cloud
B. Level: Recommended, Source: Cloud
C. Level: Mandatory, Source: Platform
D. Applies To: Machine, Source: Cloud

Answer: A

Explanation:
When viewing applied Chrome policies in the `chrome://policỳ  internal page, policies enforced through Chrome Enterprise Core
(the cloud management console) will typically be labeled with a "Source" of
"Cloud." If the administrator has enforced the policy, the "Level" will likely be "Mandatory," indicating that users cannot change this
setting. "Platform" would refer to policies set locally on the operating system (like Group Policy on Windows). "Recommended"
policies are suggestions that users can typically override.

NEW QUESTION # 46 
An IT administrator manages a large organization that uses Chrome browser across multiple platforms including Windows, macOS,
and Linux The organization has diverse user needs and varying levels of risk associated with different departments, for which the
administrator must determine the most efficient method to manage Chrome updates across the organization Why is it advantageous
to manage Chrome update policies using the Google Admin console instead of the Group Policy Management Console (GPMC)?

A. The Google Admin console is only applicable to devices with ChromeOS, making it more secure
B. Group Policy does not support Chrome update policies



C. Group Policy does not support platforms other than Windows
D. The Google Admin console does not allow administrators to view the browser version of any given managed device as
Group Policy does

Answer: C

Explanation:
The key advantage of using the Google Admin console for managing Chrome updates in a multi-platform environment is its ability to
apply policies consistently across Windows, macOS, and Linux devices. Group Policy (GPMC) is a Windows-specific tool and
cannot natively manage Chrome updates on other operating systems. The Google Admin console provides a centralized and
platform-agnostic approach to Chrome management.

NEW QUESTION # 47 
An administrator decides to shorten the default time that a browser may be inactive before automatic deletion from the Google
Admin console What policy must be selected for the Device Token Management policy to allow devices to re-enroll in the Google
Admin console?

A. Renew Token
B. Invalidate Token
C. Delete Token
D. Revoke Token

Answer: A

Explanation:
When managing inactive device tokens, the "Renew Token" option is crucial for allowing devices to re-enroll after a period of
inactivity. If the token is revoked, invalidated, or deleted, the device will likely require a manual re-enrollment process. Renewing the
token provides a mechanism for the device to check back in and remain managed.

NEW QUESTION # 48 
An organization is migrating its management from Group Policy to Chrome Enterprise Core When enrolling the browser into Chrome
Enterprise Core, what will happen to conflicting policies on Windows when using the default order of precedence?

A. OS User policies will be ignored in favor of the Cloud User policies
B. Machine Policy will be ignored if the token was deployed through Group Policy
C. Machine Policies will be ignored in favor of cloud machine policy
D. Cloud Machine policies will be ignored in favor of the Machine Policy

Answer: C

Explanation:
By default, when a Chrome browser on a Windows device is enrolled in Chrome Enterprise Core, cloud-based machine policies will
take precedence over locally configured machine policies (Group Policy). This ensures that the centrally managed cloud policies are
enforced.

NEW QUESTION # 49 
When a Chrome browser under cloud management goes to a potentially risky website, that action is logged in the Audit and
Investigation Report as what type of event"?

A. Site Warning Unsafe Site Visit
B. SSL Error
C. Site Isolation Violation
D. Untrusted Site Visit

Answer: A

Explanation:
When Chrome's Safe Browsing feature identifies a website as potentially risky and displays a warning page that the user might



bypass to visit the site, this interaction is typically logged in the Audit and Investigation Report as a "Site Warning Unsafe Site Visit"
event. This allows administrators to track instances where users might be exposed to potentially malicious content despite browser
warnings. SSL errors relate to certificate issues, untrusted site visit is a more general term, and site isolation violation refers to a
different security mechanism.

NEW QUESTION # 50
......
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