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IAPP Certified Information Privacy Manager (CIPM) Sample Questions
(Q154-Q159):

NEW QUESTION # 154
Which is NOT an influence on the privacy environment external to an organization?

A. Consumer demand.

B. Technological advances.

C. Management team priorities.
D. Regulations.

Answer: C

Explanation:

The privacy environment external to an organization refers to the factors that are outside the control of the organization, such as
regulations, consumer demand, technological advances, and social norms. These factors can affect the organization's privacy
practices and policies, and require the organization to adapt and comply. Management team priorities are an internal factor that
influence the privacy environment within the organization, as they reflect the organization's vision, mission, values, and goals.
Reference: CIPM Study Guide, page 14.

NEW QUESTION # 155
Which of the following is NOT a type of privacy program metric?

A. Business enablement metrics.
B. Value creation metrics.

C. Data enhancement metrics.
D. Risk-reduction metrics.

Answer: C

Explanation:

Explanation

Data enhancement metrics are not a type of privacy program metric because they do not measure the performance, value, or risk of
the privacy program. Data enhancement metrics are related to the quality, accuracy, and completeness of the data collected and
processed by the organization, which are not directly linked to the privacy program objectives. References: CIPM Body of
Knowledge, Domain II: Privacy Program Governance, Section B: Establishing a Privacy Program Framework, Subsection 2:
Privacy Program Metrics.

NEW QUESTION # 156
When conducting due diligence during an acquisition, what should a privacy professional avoid?

A. Allowing legal in both companies to handle the privacy laws and compliance.

B. Benchmarking the two Companies privacy policies against one another.

C. Discussing with the acquired company the type and scope of their data processing.
D. Planning for impacts on the data processing operations post-acquisition.

Answer: A

Explanation:

When conducting due diligence during an acquisition, a privacy professional should avoid allowing legal in both companies to handle
the privacy laws and conmpliance. This is because legal teams may not have the expertise or the resources to address all the privacy
issues and risks that may arise from the acquisition. A privacy professional should be nvolved in the due diligence process to ensure
that the privacy policies, practices, and obligations of both companies are aligned and compliant with the applicable laws and
regulations. The other options are not things that a privacy professional should avoid, but rather things that they should do as part of
the due diligence process. References: CIPM Body of Knowledge, Domain V:

Privacy Program Management, Section A: Privacy Program Administration, Subsection 3: Due Diligence.
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NEW QUESTION # 157

SCENARIO

Please use the following to answer the next QUESTION:

John is the new privacy officer at the prestigious international law firm - A&M LLP. A&M LLP is very proud of its reputation in the
practice areas of Trusts & Estates and Merger & Acquisition in both U.S. and Europe.

During lunch with a colleague from the Information Technology department, John heard that the Head of IT, Derrick, is about to
outsource the firm's email continuity service to their existing email security vendor - MessageSafe. Being successful as an email
hygiene vendor, MessageSafe is expanding its business by leasing cloud infrastructure from Cloud Inc. to host email continuity
service for A&M LLP.

John is very concerned about this initiative. He recalled that MessageSafe was in the news six months ago due to a security breach.
Immediately, John did a quick research of MessageSafe's previous breach and learned that the breach was caused by an
unintentional mistake by an I'T administrator. He scheduled a meeting with Derrick to address his concerns.

At the meeting, Derrick emphasized that email is the primary method for the firm's lawyers to commumnicate with clients, thus it is
critical to have the email continuity service to avoid any possible email downtime.

Derrick has been using the anti-spam service provided by MessageSafe for five years and is very happy with the quality of service
provided by MessageSafe. In addition to the significant discount offered by MessageSafe, Derrick emphasized that he can also
speed up the onboarding process since the firm already has a service contract in place with MessageSafe. The existing on-premises
email continuity solution is about to reach its end of life very soon and he doesn't have the time or resource to look for another
solution.

Furthermore, the off- premises email continuity service will only be turned on when the email service at A&M LLP's primary and
secondary data centers are both down, and the email messages stored at MessageSafe site for continuity service will be
automatically deleted after 30 days.

Which of the following is a TRUE statement about the relationship among the organizations?

A. Cloud Inc. must notify A&M LLP of a data breach immediately.

B. MessageSafe is liable if Cloud Inc. fails to protect data from A&M LLP.

C. A&M LLP's service contract must be amended to list Cloud Inc. as a sub-processor.
D. Cloud Inc. should enter into a data processor agreement with A&M LLP.

Answer: A

NEW QUESTION # 158

SCENARIO

Please use the following to answer the next QUESTION:

Paul Daniels, with years of experience as a CEO, is worried about his son Carlton's successful venture, Gadgo.

A technological innovator in the commumication industry that quickly became profitable, Gadgo has moved beyond its startup phase.
While it has retained its vibrant energy, Paul fears that under Carlton's direction, the company may not be taking its risks or
obligations as seriously as it needs to. Paul has hired you, a Privacy Consultant, to assess the company and report to both father and
son. "Carlton won't listen to me," Paul says, "but he may pay attention to an expert." Gadgo's workplace is a clubhouse for
mnnovation, with games, toys, snacks. espresso machines, giant fish tanks and even an iguana who regards you with little interest.
Carlton, too, seems bored as he describes to you the company's procedures and technologies for data protection. It's a loose
assemblage of controls, lacking consistency and with plenty of weaknesses. "This is a technology company," Carlton says. "We
create. We innovate. I don't want unnecessary measures that will only slow people down and clutter their thoughts." The meeting
lasts until early evening, Upon leaving, you walk through the office it looks as if'a strong windstorm has recently blown through, with
papers scattered across desks and tables and even the floor. A

"cleaning crew" of one teenager is emptying the trash bins. A few computers have been left on for the night, others are missing,
Carlton takes note of your attention to this: "Most of my people take their laptops home with them, or use their own tablets or
phones. I want them to use whatever helps themto think and be ready day or night for that great msight. It may only come once!"
What phase in the Privacy Maturity Model (PMM) does Gadgo's privacy program best exhibit?

A. Defined.

B. Managed.
C. Ad hoc.

D. Repeatable.

Answer: C

Explanation:



Explanation

This answer is the best way to describe the phase in the Privacy Maturity Model (PMM) that Gadgo's privacy program best
exhibits, as it shows that the company has no formal or consistent approach to privacy protection and that its privacy practices are
largely reactive, unplanned and uncoordinated. The ad hoc phase is the lowest level of maturity in the PMM, which is a framework
that measures the effectiveness and maturity of an organization's privacy program based on five phases: ad hoc, repeatable, defined,
managed and optimized. The ad hoc phase indicates that the organization has little or no awareness of its privacy obligations and
risks, and that its privacy activities are dependent on individual efforts or initiatives, rather than on organizational policies or
processes. References: IAPP CIPM Study Guide, page 891; ISO/IEC 2700222013, section 18.1.1
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