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IAPP Certified Information Privacy Professional/United States (CIPP/US)
Sample Questions (Q155-Q160):
NEW QUESTION # 155 
What was the original purpose of the Foreign Intelligence Surveillance Act?

A. To further clarify when a warrant is not required for a wiretap performed internally by the telephone company outside the
suspect's home, stemming from the Olmstead v. United States decision.
B. To further clarify a reasonable expectation of privacy stemming from the Katz v. United States decision.
C. To further define a framework for authorizing wiretaps by the executive branch for national security purposes under Article
II of the Constitution.
D. To further define what information can reasonably be under surveillance in public places under the USA PATRIOT Act,
such as Internet access in public libraries.

Answer: C

NEW QUESTION # 156 
Most states with data breach notification laws indicate that notice to affected individuals must be sent in the "most expeditious time
possible without unreasonable delay." By contrast, which of the following states currently imposes a definite limit for notification to
affected individuals?

A. New York
B. California
C. Maine
D. Florida

Answer: D

Explanation:
According to the web search results from my predefined tool, Florida is the only state among the four options that currently imposes
a definite limit for notification to affected individuals in case of a data breach. Florida's law requires that notice be provided within 30
days after determination of the breach or reason to believe a breach occurred, unless delayed by law enforcement or measures to
determine the scope of the breach and restore the integrity of the system.

NEW QUESTION # 157 
Which of the following is NOT a principle found in the APEC Privacy Framework?

A. Access and Correction.
B. Preventing Harm.
C. Privacy by Design.
D. Integrity of Personal Information.

Answer: C

Explanation:
The APEC Privacy Framework is a set of non-binding principles adopted by the Asia-Pacific Economic Cooperation (APEC) that
aim to promote electronic commerce and protect information privacy in the region.
The Framework is consistent with the core values of the OECD Guidelines on the Protection of Privacy and Trans-Border Flows of
Personal Data, and reaffirms the value of privacy to individuals and to the information society. The Framework consists of nine
principles: Preventing Harm, Notice, Collection Limitation, Use of Personal Information, Choice, Integrity of Personal Information,
Security Safeguards, Access and Correction, and Accountability. Privacy by Design is not one of the principles in the APEC Privacy
Framework, although it is a concept that is endorsed by the OECD Guidelines and other privacyframeworks. References: APEC
Privacy Framework (2015), APEC Privacy Principles, IAPP CIPP/US Study Guide, Chapter 4.

NEW QUESTION # 158 
What practice does the USA FREEDOM Act NOT authorize?



A. An increase in the maximum penalty for material support to terrorism
B. The bulk collection of telephone data and internet metadata
C. An extension of the expiration for roving wiretaps
D. Emergency exceptions that allows the government to target roamers

Answer: B

Explanation:
The USA FREEDOM Act is a law that was enacted in 2015 to reform the surveillance practices of the U.S.
government. The law was a response to the revelations by Edward Snowden about the mass collection of phone records and
internet data by the National Security Agency (NSA) under the authority of Section 215 of the USA PATRIOT Act. The USA
FREEDOM Act ended the bulk collection of telephone data and internet metadata by the NSA, and instead required the
government to obtain a specific order from the Foreign Intelligence Surveillance Court (FISC) to access such data from the
telecommunication providers. The law also authorized the following practices:
* Emergency exceptions that allow the government to target roamers: The law allows the government to temporarily target a non-
U.S. person who is using a phone number or identifier of a U.S. person, without a court order, if there is an emergency situation that
involves a threat of death or serious bodily harm.
The government must obtain a court order within seven days to continue the surveillance.
* An increase in the maximum penalty for material support to terrorism: The law increases the maximum prison term for providing
material support or resources to a foreign terrorist organization from 15 years to 20 years.
* An extension of the expiration for roving wiretaps: The law extends the sunset date for the roving wiretap provision of the USA
PATRIOT Act, which allows the government to obtain a single order from the FISC to conduct surveillance on a target who
switches devices or locations, without specifying the device or location. The law extends the expiration date from June 1, 2015 to
December 15,
2019. References:
* USA FREEDOM Act
* USA FREEDOM Act Summary
* USA FREEDOM Act FAQs

NEW QUESTION # 159 
SCENARIO
Please use the following to answer the next QUESTION
When there was a data breach involving customer personal and financial information at a large retail store, the company's directors
were shocked. However, Roberta, a privacy analyst at the company and a victim of identity theft herself, was not. Prior to the
breach, she had been working on a privacy program report for the executives. How the company shared and handled data across its
organization was a major concern. There were neither adequate rules about access to customer information nor procedures for
purging and destroying outdated data. In her research, Roberta had discovered that even low- level employees had access to all of
the company's customer data, including financial records, and that the company still had in its possession obsolete customer data
going back to the 1980s.
Her report recommended three main reforms. First, permit access on an as-needs-to-know basis. This would mean restricting
employees' access to customer information to data that was relevant to the work performed.
Second, create a highly secure database for storing customers' financial information (e.g., credit card and bank account numbers)
separate from less sensitive information. Third, identify outdated customer information and then develop a process for securely
disposing of it.
When the breach occurred, the company's executives called Roberta to a meeting where she presented the recommendations in her
report. She explained that the company having a national customer base meant it would have to ensure that it complied with all
relevant state breach notification laws. Thanks to Roberta's guidance, the company was able to notify customers quickly and within
the specific timeframes set by state breach notification laws.
Soon after, the executives approved the changes to the privacy program that Roberta recommended in her report. The privacy
program is far more effective now because of these changes and, also, because privacy and security are now considered the
responsibility of every employee.
Based on the problems with the company's privacy security that Roberta identifies, what is the most likely cause of the breach?

A. Mishandling of information caused by lack of access controls.
B. Fraud involving credit card theft at point-of-service terminals.
C. Unintended disclosure of information shared with a third party.
D. Lost company property such as a computer or flash drive.

Answer: A



Explanation:
The scenario describes how the company had no adequate rules about access to customer information and how low-level
employees had access to all of the company's customer data, including financial records. This indicates that the company did not
implement proper access controls to limit who can access, use, or disclose customer information based on their roles and
responsibilities. Access controls are one of the key elements of information security and privacy, as they help prevent unauthorized
or inappropriate access to sensitive data.
Without access controls, the company's customer information was vulnerable to mishandling by employees or outsiders who could
exploit the weak security measures. Therefore, the most likely cause of the breach was mishandling of information caused by lack of
access controls. References:
* IAPP CIPP/US Certified Information Privacy Professional Study Guide, Chapter 4: Information Management from a U.S.
Perspective, Section 4.2: Information Security, p. 113-114
* IAPP CIPP/US Body of Knowledge, Domain I: Introduction to the U.S. Privacy Environment, Objective I.C: Describe the role of
information security in privacy, Subobjective I.C.1: Identify the key elements of information security, p. 8
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