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ISACA Certified Information Systems Auditor CISA Prüfungsfragen mit
Lösungen (Q758-Q763):
758. Frage 
A retirement system verifies that the field for employee status has either a value of A (for active) or R (for retired). This is an example
of which type of check?

A. Validity
B. Limit
C. Existence
D. Completeness

Antwort: C

759. Frage 
Which of the following encrypt/decrypt steps provides the GREATEST assurance of achieving
confidentiality, message integrity and nonrepudiation by either sender or recipient?

A. The encrypted prehash code is derived mathematically from the message to be sent.
B. The recipient uses the sender's public key, verified with a certificate authority, to decrypt the prehash
code.
C. The recipient uses their private key to decrypt the secret key.
D. The encrypted prehash code and the message are encrypted using a secret key.

Antwort: B

Begründung:
Section: Protection of Information Assets
Explanation:
Most encrypted transactions use a combination of private keys, public keys, secret keys, hash functions
and digital certificates to achieve confidentiality, message integrity and nonrepudiation by either sender or
recipient. The recipient uses the sender's public key to decrypt the prehash code into a posthash code,
which when equaling the prehash code, verifies the identity of the sender and that the message has not
been changed in route; this would provide the greatest assurance. Each sender and recipient has a private
key known only to themselves and a public key, which can be known by anyone. Each encryption/
decryption process requires at least one public key and one private key, and both must be from the same
party. A single, secret key is used to encrypt the message, because secret key encryption requires less
processing power than using public and private keys. A digital certificate, signed by a certificate authority,
validates senders' and recipients' public keys.

760. Frage 
Which of the following controls is MOST important for ensuring the integrity of system interfaces?

A. File checksums
B. File counts
C. Periodic audits
D. IT operator monitoring

Antwort: A

761. Frage 
An IS auditor finds multiple situations where the help desk resolved security incidents without notifying IT security as required by
policy. Which of the following is the BEST audit recommendation?

A. Have IT security review problem management policy.
B. Display the incident response hotline in common areas.
C. Redesign the help desk reporting process.



D. Reinforce the incident escalation process.

Antwort: A

Begründung:
Section: Protection of Information Assets

762. Frage 
An organization is implementing an enterprise resource planning (ERP) application to meet its business objectives. Of the following,
who is PRIMARILY responsible for overseeing the project in order to ensure that it is progressing in accordance with the project
plan and that it will deliver the expected results?

A. Project steering committee
B. System development project team (SPDT)
C. Project sponsor
D. User project team (UPT)

Antwort: A

Begründung:
A project steering committee that provides an overall direction for the enterprise resource planning (ERP) implementation project is
responsible for reviewing the project's progress to ensure that it will deliver the expected results. A project sponsor is typically the
senior manager in charge of the primary business unit that the application will support. The sponsor provides funding for the project
and works closely with the project manager to define the critical success factors or metrics forthe project. The project sponsor is not
responsible for reviewing the progress of the project. A system development project team (SDPT) completes the assigned tasks,
works according to the instructions of the project manager and communicates with the user project team. The SDPT is not
responsible for reviewing the progress of the project. A user project team (UPT) completes the assigned tasks, communicates
effectively with the system development team and works according to the advice of the project manager. A UPT is not responsible
for reviewing the progress of the project.

763. Frage
......
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