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ISACA Certified Information Systems Auditor CISA Prüfungsfragen mit
Lösungen (Q289-Q294):
289. Frage 
To address a maintenance problem, a vendor needs remote access to a critical network. The MOST secure and effective solution is
to provide the vendor with a:

A. two-factor authentication mechanism for network access.
B. virtual private network (VPN) account for the duration of the vendor support contract.
C. Secure Shell (SSH-2) tunnel for the duration of the problem.
D. dial-in access.

Antwort: C

Begründung:
For granting temporary access to the network, a Secure Shell (SSH-2) tunnel is the best approach. It has auditing features and
allows restriction to specific access points. Choices B, C and D all give full access to the internal network. Two-factor authentication
and virtual private network (VPN) provide access to the entire network and are suitable for dedicated users. Dial-in access would
need to be closely monitored or reinforced with another mechanism to ensure authentication to achieve thesame level of security as
SSH-2.

290. Frage 
An IS auditor evaluating a three-tier client/server architecture observes an issue with graphical user interface (GUI) tasks. Which
layer should the auditor recommend the client address?

A. Application layer
B. Presentation layer
C. Storage layer
D. Transport layer

Antwort: B

291. Frage 
Which of the following are effective controls for detecting duplicate transactions such as payments made or received?

A. Time stamps
B. Concurrency controls
C. Referential integrity controls
D. Reasonableness checks

Antwort: A

Begründung:
Explanation/Reference:
Explanation:
Time stamps are an effective control for detecting duplicate transactions such as payments made or received.

292. Frage 
Which of the following would normally be the MOST reliable evidence for an auditor?

A. Trend data obtained from World Wide Web (Internet) sources
B. Assurance from line management that an application is working as designed
C. A confirmation letter received from a third party verifying an account balance
D. Ratio analysts developed by the IS auditor from reports supplied by line management

Antwort: C



Begründung:
Evidence obtained from independent third parties almost always is considered to be the most reliable. Choices B, C and D would
not be considered as reliable.

293. Frage 
When assessing a proposed project for the two-way replication of a customer database with a remote call center, the IS auditor
should ensure that:

A. end users are trained in the replication process.
B. database conflicts are managed during replication.
C. the source database is backed up on both sites.
D. user rights are identical on both databases.

Antwort: B

294. Frage
......
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