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NEW QUESTION # 149 
Refer to the exhibit.
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An engineer is analyzing this Cuckoo Sandbox report for a PDF file that has been downloaded from an email.
What is the state of this file?

A. The file has an embedded Windows 32 executable and the Yara field lists suspicious features for further analysis.
B. The file has an embedded executable and was matched by PEiD threat signatures for further analysis.
C. The file has an embedded non-Windows executable but no suspicious features are identified.
D. The file was matched by PEiD threat signatures but no suspicious features are identified since the signature list is up to
date.

Answer: A

NEW QUESTION # 150 
What is an example of social engineering attacks?

A. receiving an invitation to the department's weekly WebEx meeting
B. sending a verbal request to an administrator who knows how to change an account password
C. receiving an email from human resources requesting a visit to their secure website to update contact information
D. receiving an unexpected email from an unknown person with an uncharacteristic attachment from someone in the same
company

Answer: C

NEW QUESTION # 151 
Refer to the exhibit.

Which type of log is displayed?

A. proxy
B. sys
C. NetFlow
D. IDS



Answer: C

NEW QUESTION # 152 
An analyst received an alert on their desktop computer showing that an attack was successful on the host.
After investigating, the analyst discovered that no mitigation action occurred during the attack. What is the reason for this
discrepancy?

A. The computer has a HIPS installed on it.
B. The computer has a HIDS installed on it.
C. The computer has a NIDS installed on it.
D. The computer has a NIPS installed on it.

Answer: B

Explanation:
The discrepancy described suggests that the system had a Host Intrusion Detection System (HIDS) installed. HIDS are designed to
monitor and analyze the internals of a computing system for signs of intrusion and policy violations. While they can detect
unauthorized activities, they do not take direct action to stop an attack; this is typically the role of an intrusion prevention system.
Therefore, the alert was generated, but no mitigation action was taken because the HIDS does not have the capability to intervene.
References := The Understanding Cisco Cybersecurity Operations Fundamentals (CBROPS) course material covers the functions
and limitations of various security systems, including HIDS, and their role within a Security Operations Center (SOC)1.

NEW QUESTION # 153 
Refer to the exhibit.

An engineer is analyzing a PCAP file after a recent breach An engineer identified that the attacker used an aggressive ARP scan to
scan the hosts and found web and SSH servers. Further analysis showed several SSH Server Banner and Key Exchange Initiations.
The engineer cannot see the exact data being transmitted over an encrypted channel and cannot identify how the attacker gained
access How did the attacker gain access?

A. by using an SSH Tectia Server vulnerability to enable host-based authentication
B. by using brute force on the SSH service to gain access
C. by using the buffer overflow in the URL catcher feature for SSH
D. by using an SSH vulnerability to silently redirect connections to the local host

Answer: D

NEW QUESTION # 154
......
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