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Cisco DevNet Associate Exam 200-901 Prüfungsfragen mit Lösungen (Q138-
Q143):
138. Frage 
Drag and drop the network component names from the left onto the correct descriptions on the right. Not all options are used.

Antwort:

Begründung:

Explanation
1 - A, 2 - B, 3 - D, 4 - C



139. Frage 
Which network component enables communication between broadcast domains?

A. router
B. load balancer
C. firewall
D. switch

Antwort: A

Begründung:
A router is a network component that enables communication between different broadcast domains by forwarding data packets
between them based on their IP addresses.
* Broadcast Domains: A broadcast domain is a network segment where a broadcast frame is forwarded to all devices.
* Router Function: Routers separate broadcast domains, allowing communication between them by routing packets based on their
destination IP addresses.
References:
* Network Components: Routers and Broadcast Domains

140. Frage 
What are two functions of a routing table on a network device? (Choose two.)

A. It lists the static and dynamic entries.
B. It lists the routes to drop traffic.
C. It lists entries more than two hops away.
D. It lists hosts that are one hop away.
E. It lists the routes to a particular destination.

Antwort: A,E

Begründung:
A routing table on a network device serves as a map for determining the best path to route packets to their destinations. It lists all the
routes to particular destinations, including both the next-hop addresses and the associated metrics. The routing table also includes
static entries (manually configured routes) and dynamic entries (routes learned through routing protocols).
Reference:
Cisco DevNet Associate Study Guide: Understanding Routing Tables (Chapter 4, Section: Routing and Switching Fundamentals).

141. Frage 
Refer to the exhibit.



An engineer must check the admin rights of users on a database regularly and prepares the Python script to automate the process.
The script connects to the database and runs a query. What is a security issue about the secrets in the code that relates to secret
protection?

A. They must be stored in configuration files if there is a possibility of leakage.
B. They must be Base64-encoded if stored in the user database.
C. They must be encrypted if stored in the user database.
D. They must be stored in configuration files if no authentication will be used.

Antwort: C

Begründung:
In the provided Python script, database credentials (DB_USER, DB_PWD) are stored in a JSON configuration file (config.json).
While it is common to store configuration and credentials in external files, they should always be encrypted to ensure security.
Secret Management: Storing secrets such as database credentials directly in configuration files in plaintext is a security risk.
Encryption: Secrets must be encrypted to protect them from unauthorized access. This can be achieved using various methods such
as encrypting the configuration file itself or using secret management tools.
Best Practices: Always ensure that sensitive information like passwords is encrypted when stored, especially in files that might be
part of the source code.
Option C is the correct answer because it emphasizes the necessity of encrypting secrets if they are stored in the user database or
configuration files to prevent unauthorized access.
Reference:
Cisco DevNet Documentation: Secure Coding Practices

142. Frage 
Refer to the exhibit.



Fill in the blank to complete the query parameter and value so that the result set is returned in reverse chronological order (most
recent first) based on when message were entered.

Antwort:

Begründung:
?sortBy=lastactivity

143. Frage
......
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