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NEW QUESTION # 313
Open-source intelligence (OSINT) is commonly used in threat actor attribution to gather information from public sources such as:
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A. Dark Web
B. Internal Logs
C. Social Media

D. Encrypted Messaging Apps

Answer: C

NEW QUESTION # 314
In the threat hunting process, what is the purpose of the strategy refinement phase?

A. Collect more data

B. Adjust the current plan
C. Develop hypotheses
D. Celebrate successes

Answer: B

NEW QUESTION # 315
Which of the following types of analysis is commonly used to track financial transactions and money flow in threat actor attribution?

A. Forensic analysis
B. Financial analysis
C. Linguistic analysis
D. Emergency response analysis

Answer: B

NEW QUESTION # 316
In the context of threat actor attribution, which of the following is a method used to track the command and control server?

¢ A Social engineering
e B. Sinkholing

e C. Brute force attacks
e D. Data exfiltration

Answer: B

NEW QUESTION # 317
What is the importance of threat hunting outcomes in enhancing cybersecurity?

A. Increase in network vulnerabilities

B. Decrease in threat intelligence sharing

C. Better understanding of adversaries' tactics
D. Slow response to security incidents

Answer: C

NEW QUESTION # 318
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