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Cisco Implementing Cisco Application Centric Infrastructure Sample
Questions (Q28-Q33):

NEW QUESTION # 28
An engineer must allow multiple external networks to communicate with internal ACI subnets. Which action should the engineer take
to assign the prefix to the class ID of the external Endpoint Group?

e A. Configure subnets with the Import Route Control Subnet flag enabled.
e B. Enable the Export Route Control Subnet for the External Endpoint Group flag.
e (. Enable an L30ut with Shared Route Control Subnet.
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e D. Configure subnets with the External Subnets for External EPG flag enabled.
Answer: D
Explanation:

https//www.cisco.com/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
X/ACI_Best _Practices/b_ACI_Best Practices’b_ACI_Best Practices_chapter_01001.html

The external subnets for an external EPG are used to define the subnets that should be classified to the external EPG. This policy does not affect
routing. It is similar to an Access Control List (ACL) that assigns a prefix to the class id (pcTag) of the external EPG

NEW QUESTION # 29

A network engineer must integrate VMware vCenter cluster with Cisco ACI. The requirement is for the management traffic of the
hypervisors and VM controllers to use the virtual switch associated with the Cisco Application Policy. The EPG called "Vmware-
MGMT" with VLAN 300 has been created for this purpose. Which set of steps must be taken to complete the configuration?

e A Associate the target EPG with the VMM domain with default settings.
Enable Infrastructure VLAN on AAEP used toward VMware hypervisors.

¢ B. Enable Infrastructure VLAN on AAEP used toward VMware hypervisors.
Associate the target EPG with the VMM domain with default settings.

¢ C. Enable Infrastructure VLAN on AAEP used toward VMware hypervisors.
Create a static binding in the target EPG toward VMware hypervisors with VLAN 300, untagged access VLAN, and
Untagged 802.1P mode.

¢ D. Add VLAN 300 with static allocation to the VLAN POOL that is used for VMM integration.
Attach the VMM domain to the target EPG with resolution preprovision, mode static, untagged access VLAN, and Port-
Encap 300.

Answer: C

Explanation:

To integrate the VMware vCenter cluster with Cisco ACI and ensure that the management traffic of the hypervisors and VM
controllers uses the virtual switch associated with the Cisco Application Policy, the following steps must be taken:

Enable Infrastructure VLAN on AAEP used toward VMware hypervisors: This step involves enabling the infrastructure VLAN on
the Attachable Access Entity Profile (AAEP) that is used for the VMware hypervisors. This VLAN is used for carrying
infrastructure traffic such as management, vMotion, and fault tolerance.

Create a static binding in the target EPG toward VMware hypervisors with VLAN 300: This step involves creating a static binding in
the "Vinware-MGMT" EPG for the VMware hypervisors with VLAN 300, setting it as an untagged access VLAN, and using
Untagged 802.1P mode. This ensures that the management traffic is correctly tagged and associated with the appropriate EPG.
Reference:

Cisco ACI Fabric Hardware Installation Guide

Cisco ACI Troubleshooting Guide

Cisco ACI Multi-Site Architecture White Paper

Cisco ACI Virtual Machine Manager (VMM) Integration White Paper

NEW QUESTION # 30

An engineer needs to deploy a leaf'access port policy group in ACI Fabric to support the following requirements:

* Control the amount of application data flowing into the system

* Allow the newly connected device to auto-negotiate link speed with the leaf switch Which two ACI policies must be configured to
achieve these requirements? (Choose two.)

A. ingress data plane policing policy
B. slow drain policy

C. ingress control plane policing policy
D. L2 interface policy

E. link level policy

Answer: AJE

Explanation:
To deploy a leaf access port policy group in ACI Fabric that controls the amount of application data flowing into the system and



allows auto-negotiation of link speed, the two ACI policies that must be configured are:
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Slow Drain handles FCoE packets that are causing traffic congestion on ACI fabric. So, it is wrong.
Ingress control plane is wrong, because the request is for "application data flowing'.
L2 interface policy is concerned about QinQ and VLAN scope.

NEW QUESTION # 31
Refer to the exhibit.
aaa authentication login fallback

realm radius
group radius-1

ahda lauthehtication login console
realm radius
group-radius-1

aaa authentication login default
realm radius
group radius-1

aaa banner ‘WELCOME TO ACI’
aaa group radius radius-1

server 10.1.1.1 priority 0
server 10.2.2.2 priority 1

aaa user default-role-no-login
Which action should be taken to ensure authentication if the RADIUS servers are unavailable?

e A. Adjust the priority of server 10.1.1.1 to 1.
e B. Set the default login realmto LDAP
Changing the server priority is not logical answer.
The command "aaa user default-role no-login'" means that remote users who do not have a user role cannot login. This means
that assigning the user to default role will not be able to login.
The "aaa authentication login default" and "aaa authentication login fallback" has identical configuration. The fallback uses



RADIUS server. We should change is to local.
e C. Assign the user to the default role.
e D. Set the fallback login to local.

Answer: D

NEW QUESTION # 32
‘Which class of ACI object is presented in this output?

A. Tenant

B. Bridge Domain
C. Endpomnt

D. Contract

Answer: D

Explanation:
https//www.cisco.convc/en/us/td/docs/switches/datacenter/acvapic/sw/4-x/openstack/ACI-Installation- Guide- for-Red- Hat- Using-
OSP13-Director/m+configuring-ironic- for-openstack. html

NEW QUESTION # 33
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