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Cisco Designing and Implementing Secure Cloud Access for Users and
Endpoints Sample Questions (Q194-Q199):

NEW QUESTION # 194
What does SAML/SSO stand for and what is its purpose?

A. Security Assertion Markup Language / Secure Sign-Out, to secure logouts across systens

B. Single Access Markup Language / Single Sign-On, to simplify logins across diferent systems

C. Secure Access Markup Language / Secure Sign-On, to increase login complexity

D. Security Assertion Markup Language / Single Sign-On, to simplify logins across different systens

Answer: D
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NEW QUESTION # 195
DISA's role in cloud security architecture involves:

A. Ensuring cloud services are accessible worldwide

B. Providing entertainment services

C. Setting standards for defense-related IT and cybersecurity
D. Managing cloud storage solutions

Answer: C

NEW QUESTION # 196
A Web Application Firewall (WAF) is primarily used for:

A. Filtering email spam

B. Accelerating website performance

C. Protecting web applications from attacks such as SQL injection and XSS
D. Managing website content

Answer: C

NEW QUESTION # 197
‘Which common strategy should be used to mitigate directory traversal attacks in a cloud environment?

A. Use anti-cross-site request forgery tokens.
B. Implement finctionality validation.

C. Apply the principle of least privilege.

D. Limit file system permissions.

Answer: D

Explanation:

Directory traversal attacks exploit improper file path validations to access unauthorized directories and files.

To prevent this, it is critical to restrict what areas of the file system an application or user can access. Limiting file system permissions
prevents attackers from gaining access to sensitive areas even if a traversal vulnerability exists.

As explained in SCAZT Section 4 (Application and Data Security, Pages 85-87), enforcing minimal privileges and file system
segmentation is a key defense against such attacks.

Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 4, Pages 85-87

NEW QUESTION # 198
SAML and OIDC are both standards used for:

A. Encrypting data on a device

B. User and device authentication in single sign-on scenarios
C. Web filtering

D. Physical security of devices

Answer: B

NEW QUESTION # 199
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