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NEW QUESTION # 220
Which two capabilities of Integration APIs are utilized with Cisco DNA center? (Choose two)

A. Application monitors for power utilization of devices and IoT sensors
B. Upgrade software on switches and routers

C. Create new SSIDs on a wireless LAN controller

D. Automatically deploy new virtual routers

E. Connect to Information Technology Service Management Platforms

Answer: AJE

Explanation:

Integration AP (Westbound)

Integration capabilities are part of Westbound interfaces. To meet the need to scale and accelerate operations in modern data
centers, IT operators require intelligent, end-to-end work flows built with open APIs. The Cisco DNA Center platform provides
mechanisis for integrating Cisco DNA Assurance workflows and data with thirdparty IT Service Management (ITSM) solutions.
Integration API (Westbound)

Integration capabilities are part of Westbound interfaces. To meet the need to scale and accelerate operations in modern data
centers, IT operators require intelligent, end-to-end work flows built with open APIs. The Cisco DNA Center platform provides
mechanisis for integrating Cisco DNA Assurance workflows and data with thirdparty IT Service Management (ITSM) solutions.
Reference:

-> Therefore answer D is correct.

Westbound-Integration APIs

Cisco DNA Center platform can power end-to-end IT processes across the value chain by ntegrating various domains such as
ITSM, IPAM, and reporting. By leveraging the REST-based Integration Adapter APIs, bidirectional interfaces can be built to allow
the exchange of contextual information between Cisco DNA Center and the external, third-party IT systens. The westbound APIs
provide the capability to publish the network data, events and notifications to the external systerms and consume information in Cisco
DNA Center from the connected systerns.

Therefore the most suitable choice is Integration APIs can monitor for power utilization of devices and IoT sensors -> Answer C is
correct.

Integration AP (Westbound)

Integration capabilities are part of Westbound interfaces. To meet the need to scale and accelerate operations in modern data
centers, IT operators require intelligent, end-to-end work flows built with open APIs. The Cisco DNA Center platform provides
mechanisis for integrating Cisco DNA Assurance workflows and data with thirdparty IT Service Management (ITSM) solutions.
-> Therefore answer D is correct.

Westbound- Integration APIs

Cisco DNA Center platform can power end-to-end IT processes across the value chain by integrating various domains such as
ITSM, IPAM, and reporting. By leveraging the REST-based Integration Adapter APIs, bidirectional interfaces can be built to allow
the exchange of contextual information between Cisco DNA Center and the external, third-party IT systems. The westbound APIs
provide the capability to publish the network data, events and notifications to the external systerms and consume information in Cisco
DNA Center from the connected systerns.

Therefore the most suitable choice is Integration APIs can monitor for power utilization of devices and loT

-> Therefore answer D is correct.

Westbound- Integration APIs

Cisco DNA Center platform can power end-to-end IT processes across the value chain by integrating various domains such as
ITSM, IPAM, and reporting. By leveraging the REST-based Integration Adapter APIs, bidirectional interfaces can be built to allow
the exchange of contextual information between Cisco DNA Center and the external, third-party IT systerms. The westbound APIs
provide the capability to publish the network data, events and notifications to the external systems and consume information in Cisco
DNA Center from the connected systerns.

Therefore the most suitable choice is Integration APIs can monitor for power utilization of devices and IoT sensors -> Answer C is
correct.

NEW QUESTION # 221
What is a feature of Cisco NetFlow Secure Event Logging for Cisco ASAs?

A. Multiple NetFlow collectors are supported

B. Advanced NetFlow V9 templates and legacy v5 formatting are supported
C. Secure NetFlow connections are optimized for Cisco Prime Infrastructure
D. Flow-create events are delayed



Answer: D

Explanation:

Explanation Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following
major functions: ... - Delays the export of flow-create events. Reference:
https//www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. pdf Explanation The
ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following major functions:

- Delays the export of flow-create events.

Explanation Explanation The ASA and ASASM implementations of NetFlow Secure Event Logging (NSEL) provide the following
major functions: ... - Delays the export of flow-create events. Reference:
httpsy//www.cisco.com/c/en/us/td/docs/security/asa/asa92/configuration/general/asa- general-cli/ monitor-nsel. pdf

NEW QUESTION # 222
Refer to the exhibit.

ip dhcp snooping
ip dhcp snooping vlan 41,44
I

interface GigabitEthernetl/0/1
description Uplink To Distro Switch gl/0/11
switchport trunk)natgve wlan 999
switchport trunk allowed] vian 40,41, 44
switchport mode trumk

An organization is using DHCP Snooping within their network. A user on VLAN 41 on a new switch is complaining that an IP
address is not being obtained. Which command should be configured on the switch interface in order to provide the user with
network connectivity?

A. ip dhep snooping limit 41
B. ip dhcp snooping trust

C. ip dhep snooping verify mac-address
D. ip dhep snooping vian 41

Answer: B

Explanation:

To understand DHCP snooping we need to learn about DHCP spoofing attack first.

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them with fake DHCP
Response before the authorized DHCP Response comes to the clients. The fake DHCP Response often gives its IP address as the
client default gateway -> all the traffic sent from the client will go through the attacker computer, the attacker becomes a "man-in-
the-middle".

The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is

"closer" than the DHCP Server then he doesn't need to do anything, Or he can DoS the DHCP Server so that it can't send the
DHCP Response.

DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature that determines which switch
ports can respond to DHCP requests. Ports are identified as trusted and untrusted.

Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCP messages. All other
ports on the switch are untrusted and can send only DHCP requests. If a DHCP response is seen on an untrusted port, the port is
shut down.

The port comnected to a DHCP server should be configured as trusted port with the "ip dhcp snooping trust” command. Other ports
connecting to hosts are untrusted ports by defauilt.

In this question, we need to configure the uplink to "trust” (under interface Gil/0/1) as shown below.

NEW QUESTION # 223
Why is it important to have a patching strategy for endpoints?

e A so that known vulnerabilities are targeted and having a regular patch cycle reduces risks



¢ B. so that functionality is increased on a faster scale when it is used
e (. so that patching strategies can assist with disabling nonsecure protocols in applications
¢ D. to take advantage of new features released with patches

Answer: A

NEW QUESTION # 224
What is a benefit of using Cisco CWS compared to an on-premises Cisco WSA?

A. Content scanning for SAAS cloud applications is available through Cisco CWS and not available through Cisco WSA
B. URL categories are updated more frequently on Cisco CWS than they are on Cisco WSA

C. Cisco CWS minimizes the load on the internal network and security infrastructure as compared to Cisco WSA.

D. Cisco CWS eliminates the need to backhaul traffic through headquarters for remote workers whereas Cisco WSA does
not

Answer: A

NEW QUESTION # 225
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