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701 Prüfungsfragen mit Lösungen (Q719-Q724):
719. Frage 
Drag and drop the concepts from the left onto the correct descriptions on the right

Antwort:

Begründung:

720. Frage 
Which Cisco platform onboards the endpoint and can issue a CA signed certificate while also automatically configuring endpoint
network settings to use the signed endpoint certificate, allowing the endpoint to gain network access?

A. Cisco NAC
B. Cisco WSA
C. Cisco TACACS+
D. Cisco ISE

Antwort: D



Begründung:
Cisco ISE is a platform that can onboard the endpoint and can issue a CA signed certificate while also automatically configuring
endpoint network settings to use the signed endpoint certificate, allowing the endpoint to gain network access. Cisco ISE has an
internal CA service that can validate and sign certificate requests from endpoints, generate and store keys and certificates, and
provide an OCSP responder to check the validity of certificates. Cisco ISE also supports Enrollment over Secure Transport (EST),
which is a protocol that allows endpoints to securely enroll with a CA and obtain certificates. Cisco ISE can use EST to provision
certificates to endpoints and configure their network settings to use EAP-TLS authentication. Cisco ISE can also use BYOD
workflows to onboard endpoints and issue certificates to them. References:
* Understand ISE Internal Certificate Authority Services
* Endpoint On-boarding using Internal ISE CA
* Cisco ISE BYOD Prescriptive Deployment Guide

721. Frage 
Drag and drop the VPN functions from the left onto the description on the right.

Antwort:

Begründung:

Explanation



722. Frage 
Which Dos attack uses fragmented packets to crash a target machine?

A. smurf
B. teardrop
C. MITM
D. LAND

Antwort: B

Begründung:
ExplanationExplanationA teardrop attack is a denial-of-service (DoS) attack that involves sending fragmented packets to a
targetmachine. Since the machine receiving such packets cannot reassemble them due to a bug in TCP/IPfragmentation reassembly,
the packets overlap one another, crashing the target network device. This generally happens on older operating systems such as
Windows 3.1x, Windows 95, Windows NT and versions of the Linux kernel prior to 2.1.63.

723. Frage 
Which ID store requires that a shadow user be created on Cisco ISE for the admin login to work?

A. RSA SecureID
B. Active Directory
C. Internal Database
D. LDAP

Antwort: D

724. Frage
......
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