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ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q1338-Q1343):
NEW QUESTION # 1338 
What is the length of an MD5 message digest?

A. 160 bits
B. 256 bits
C. varies depending upon the message size.
D. 128 bits

Answer: D

Explanation:
Explanation/Reference:
Explanation:
MD5 is a message digest algorithm that was developed by Ronald Rivest in 1991. MD5 takes a message of an arbitrary length and
generates a 128-bit message digest. In MD5, the message is processed in 512- bit blocks in four distinct rounds.
Incorrect Answers:
B: MD5 generates a 128-bit message digest, not 160-bit.
C: MD5 generates a 128-bit message digest, not 256-bit.
D: MD5 generates a 128-bit message digest regardless of the message size.
Krutz, Ronald L. and Russel Dean Vines, The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John Wiley &
Sons, New York, 2001, p. 153

NEW QUESTION # 1339 
The goal of a Business Impact Analysis (BIA) is to determine which of the following?

A. Cost effectiveness of installing software security patches
B. Which security measures should be implemented
C. Resource priorities for recovery and Maximum Tolerable Downtime (MTD)
D. Cost effectiveness of business recovery

Answer: C

NEW QUESTION # 1340 
Under MAC, which of the following is true?

A. All that is not expressly permitted is forbidden.
B. None of the choices.
C. All that is not expressly permitted is not forbidden.
D. All that is expressly permitted is forbidden.

Answer: A

Explanation:
It is important to note that mandatory controls are prohibitive (i.e., all that is not expressly permitted is forbidden), not permissive.
Only within that context do discretionary controls operate, prohibiting still more access with the same exclusionary principle. In this
type of control system decisions are based on privilege (clearance) of subject (user) and sensitivity (classification) of object (file). It
requires labeling.
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NEW QUESTION # 1341 
When conducting a remote access session using Internet Protocol Security (IPSec), which Open Systems Interconnection (OSI)
model layer does this connection use?

A. Network
B. Data link
C. Presentation
D. Transport

Answer: A

NEW QUESTION # 1342 
A disk image backup is used for forensic investigation because it

A. Excludes areas that have never been used to store data.
B. Is based on secured hardware technology.
C. Creates a bit level copy of the entire disk.
D. Time stamps the files with the date and time of the copy operation.

Answer: C

Explanation:
Never conduct your investigation on an actual system that was compromised. Take the system offline, make a backup, and use the
backup to investigate the incident. - Ed Tittle CISSP Study Guide (sybex) pg 595

NEW QUESTION # 1343
......
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Guide Torrent will help you a lot. If you choice our product and take it seriously consideration, we can make sure it will be very
suitable for you to help you pass your exam and get the CISSP certification successfully. You will find Our CISSP guide torrent is
the best choice for you.
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