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Our CITM study practice guide boosts the function to stimulate the real exam. The clients can use our software to stimulate the real
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EXIN EPI Certified Information Technology Manager Sample Questions
(Q40-Q45):

NEW QUESTION # 40
In system (application) development, a use case (user story) is a list of steps defining interactions between a role and a system to
achieve a goal. What type of requirement is mentioned here?

A. Behavioral requirement

B. Functional requirement

C. Non-finctional requirement
D. Security requirement

Answer: B

Explanation:
Ause caseoruser storydescribes interactions between a user (role) and the system to achieve a specific goal, defining what the
systemmust do. This corresponds to afinctional requirement(A), which specifies the systens features or capabilities (e.g,, "the
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system shall allow users to submit a return request”). According to SDLCand requirements engineering, functional requirements
focus on specific finctionalities, as captured in use cases.

* Behavioral requirement (B):Not a standard term; it may refer to system behavior but is less specific than functional requirements.
* Non-functional requirement (C):Covers performance, scalability, or usability (e.g., response time), not specific user interactions.
* Security requirement (D):A subset of non-functional requirements focused on security, not general use case interactions.
Reference:EPI CITM study guide, under Application Management, likely discusses requirements engineering in the SDLC,
emphasizing fnctional requirements in use cases. Check sections on system design or requirements analysis.

NEW QUESTION # 41
Ore of the company's assets is valued at $200,000.00. Based on historical data, the exposure factor is 25%, and the Annual Loss
Expectancy (ALE) is calculated at $100,000.00. What is the Annualized Rate of Occurrence (ARO)?

e AO
e B 1
e C.04

Answer: B

Explanation:

Inrisk management, theAnnual Loss Expectancy (ALE)is calculated as:

ALE = Single Loss Expectancy (SLE) x Annualized Rate of Occurrence (ARO), whereSLE = Asset Value % Exposure Factor
(EF).

Given:

* Asset Value = $200,000

* Exposure Factor (EF) =25% = 0.25

* ALE = $100,000

Calculate SLE:

SLE = Asset Value x EF = $200,000 x 0.25 = $50,000

Calculate ARO:

ALE=SLE x ARO

$100,000 = $50,000 x ARO

ARO = $100,000 + $50,000 =2

Thus, theAnnualized Rate of Occurrence (ARO)is2(C), meaning the incident is expected to occur twice per year.

* 0.4 (A)Incorrect; implies a lower frequency (0.4 times per year).

* 1 (B)Incorrect; would yield an ALE of $50,000, not $100,000.

Reference:EPI CITM study guide, under Risk Management, likely covers quantitative risk analysis, including ALE, SLE, and ARO
calculations. Check sections on risk assessment or quantitative analysis.

NEW QUESTION # 42
For one of the mission-critical applications in a financial institution, data must be made instantly available at two locations. Which
replication mode do you recommend?

A. Synchronous replication

B. Semi-synchronous replication
C. Asynchronous replication

D. Instant replication

Answer: A

Explanation:

For amission-critical applicationin a financial nstitution requiring data to beinstantly available at two locations,synchronous
replication(B) is recommended. Synchronous replication ensures that data is written to both the primary and secondary locations
simultaneously, guaranteeing no data loss and immediate availability at both sites. This is critical for financial applications where data
integrity and zero recovery point objective (RPO) are essential, as perbusiness continuityanddisaster recoveryframeworks like[SO
22301.

* Instant replication (A):Not a standard term in replication strategies; likely a distractor.

* Asynchronous replication (C):Data is replicated with a delay, risking data loss in case of failure, unsuitable for instant availability.

* Semi-synchronous replication (D):A compromise where the primary site continues after the secondary acknowledges receipt, but it
may not guarantee instant availability.



Synchronous replication ensures real-time data consistency, critical for financial systemrs.
Reference:EPI CITM study guide, under Business Continuity Management, likely discusses data replication strategies for disaster
recovery. Check sections on disaster recovery planning or data availability.

NEW QUESTION # 43

The introduction of a security awareness program has resulted in a quick decrease in security incidents. Eight months later, security
incidents are showing a sudden increase, and the blame is put on a non-functioning security awareness program What is most likely
the cause?

A. Scope of the program is too narrow, not covering all areas of interest
B. Message materials are few and static, and renewal is not taking place
C. Insufficient budget

D. Lack of resources for instructor-led sessions

Answer: B

Explanation:

Security awareness programs require ongoing engagerent to remain effective. If security incidents decrease initially but increase after
eight months, the most likely cause is thatmessage materials are few and static, and renewal is not taking place(C). Static content
becomes outdated or ignored over time, reducing its impact. Regular updates, new campaigns, and varied delivery methods (e.g,,
videos, quizzes) are essential to maintain employee awareness and adapt to evolving threats, as perISO/IEC 270010orNISTsecurity
awareness guidelines.

* Insufficient budget (A):While budget constraints could limit program scope, there's no evidence in the scenario to suggest this is the
primary issue.

* Scope too narrow (B):A narrow scope might limit effectiveness nitially, but the initial success suggests the scope was adequate;
the issue is sustaining engagement.

* Lack of resources for instructor-led sessions (D):Instructor-led sessions are one delivery method, but the core issue is likely
outdated content rather than delivery format.

Reference:EPI CITM study guide, under Information Security Management, likely discusses security awareness program
maintenance, emphasizing the need for regular content updates. Refer to sections on security awareness or human factors in security.

NEW QUESTION # 44

To further reduce fraud cases in the transfer of land titles, the government introduces a new system which, in the back-end, makes
use of blockchain technology. Key functionality of the system is speed of transmission and privacy. Which type of blockchain is most
preferred for this type of application?

A. Community blockchain
B. Private blockchain
C. Consortium blockchain
D. Public blockchain

Answer: B

Explanation:

For a government system handling land title transfers, the key requirements arespeed of transmissionand privacy. Aprivate
blockchainis most suitable because it restricts access to authorized participants, ensuring privacy and confidentiality of sensitive data
such as land ownership records. Private blockchains are controlled by a single organization or a limited group, allowing faster
transaction processing compared to public blockchains, which require consensus fioma large, decentralized network. This aligns
with the need for quick and secure transactions in a controlled environment.

Public blockchains (B) are open to anyone, which conmpromises privacy for sensitive government data.

Community blockchain (A) is not a standard term in blockchain technology, and consortium blockchains (D), while involving multiple
organizations, are less suitable for a single government entity needing full control.

Reference:EPI CITM study guide likely covers blockchain applications under IT Strategy, emphasizing private blockchains for
secure, controlled environments like government systens. Refer to sections on emerging technologies or IT strategy frameworks for
detailed blockchain categorizations.

NEW QUESTION # 45
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