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genuine CKS Exam Dumps at an affordable cost. All the Certified Kubernetes Security Specialist (CKS) (CKS) questions given in
the product are based on actual examination topics.

Linux Foundation Certified Kubernetes Security Specialist (CKS) Sample
Questions (Q27-Q32):

NEW QUESTION # 27

You are building a highly secure and sensitive Kubernetes cluster. Your architecture includes a separate namespace for running all
CI/CD pipeline pods, isolated from the main application namespace. You want to ensure that only authorized users can access
secrets in the CI/CD namespace- Describe how you would implement a secure mechanism for managing secrets and limiting access
to them within the CI/CD namespace.

Answer:

Explanation:

Solution (Step by Step) :

1. Create a Dedicated Service Account for CI/CD:

- In the CI/CD namespace, create a service account named 'ci-cd-sa'

- This service account will be used only for running CI/CD pipelines.

2. Create a Secret with Restricted Access:

- Use the ' kubectl create secret generic' command to create a new secret in the CI/CD namespace.

- For example, you could use 'kubectl create secret generic my-secret -namespace-ci-cd' to create a secret named 'my- secret
- Use '--type' argument to create secrets of different types such as 'opaque’, 'docker-registry' etc.

3. Create a RoleBinding:

- Create a role binding named 'ci-cd-sa-rolebinding’ that associates the 'ci-cd-sa' service account with a customrole named 'ci-cd-
secret-reader’

- This custom role will only grant access to read tne secrets in tne CI/CD namespace.

- Create a new role for the ci-cd-sa service account to only read the secrets in the namespace.

apiversion: rbac.authorization.k8s.io/v1
kind: Role
metadata:

name: ci-cd-secret-readern

namespace: ci-cd
rules:
- apiGroup§i<~[“core”]

resources: ["secrets"”]

verbs: ["get ILINUX

=l

apiversio ac gauthorization.k8s.io/v1
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kind: RoleBim@ing

metadata:

name: ci-cd-sa-rolebinding
namespace: ci-cd
subjects:
- kind: ServiceAcgount
name: ci-cd.sa
namespacé;~ci-cd
roleRef:
kind: Role
name: ci-cd-secret-reader
apiGroup: rbac.authorization.k8s.io

4. Configure your CI/CD pipeline: - Ensure your CI/CD pipelines are configured to use the 'ci-cd-sa' service account. - Configure
your pipeline to access the secrets using the Kubernetes APL

NEW QUESTION # 28

You are tasked with hardening the security of your Kubernetes cluster by following the CIS Kubernetes Benchmark. You need to
implement a solution for securing the etcd cluster using a strong encryption at rest configuration. Explain the steps involved, including
the configuration changes required in the etcd cluster and any relevant configuration changes in the Kubernetes control plane.


https://www.examcollectionpass.com/Linux-Foundation/CKS-exam-braindumps.html

Answer:

Explanation:

Solution (Step by Step) :

1. Generate Encryption Keys:

- Create a strong encryption key using tools like 'openssr or 'gpg

- For example, using OpenSSL:

bash

openssl genrsa -out etcd-encryption-key.pem 4096

2. Configure etcd:

- Edit tne etcd server configuration file, typically located at' /etc/etcd/etcd.conf or a similar path depending on your setup.
- Set the '--data-dirs to the directory where you want to store the encrypted etcd data.
- Add the following lines to enable eniryption at rest and specify the encryption key:

I ETCD_CIPHERTEXT_KEY_FIiLE="palfic/etcd-ancryplion-key. pem®™ I
T

- Make sure to replace 'path/to:etcd-enctyption-key.pem with the actual path to the encryption key file. 3. Configure Kubernetes
Control Plane: - If using kubeadm, modify the 'kubeadm init or 'kubeadm joins commands to include the path to the encryption key
file in tne =etcd.encryption-key option. For example: bash kubeadm init -etcd.encryption-key=path/to/etcd-encryption-key.pem4.
Restart etcd and Control Plane Components: - Restart the etcd server and the Kubernetes control plane components like 'kube-
apiserver and 'kube-controller-manager’ to ensure the new configuration is loaded. 5. Verify Encryption: - After restarting the
components, verify that the etcd data is encrypted by checking the directory configured as the '-data-dir' in your etcd configuration.
You should see encrypted files. 6. Rotate Encryption Keys (Recommended): - For enhanced security, periodically rotate the
encryption key. This involves generating a new key, updating the etcd configuration with the new key, and restarting the etcd and
control plane components.

NEW QUESTION # 29
Secrets stored in the etcd is not secure at rest, you can use the etcdetl command utility to find the secret value for e.g-
ETCDCTL API=3 etcdctl get /registry/secrets/default/cks-secret --cacert="ca.crt" --cert="server.crt" --key="server.key" Output

Using the Encryption Configuration, Create the manifest, which secures the resource secrets using the provider AES-CBC and
identity, to encrypt the secret-data at rest and ensure all secrets are encrypted with the new configuration.

Answer:

Explanation:

ETCD secret encryption can be verified with the help of etcdct] command line utility.

ETCD secrets are stored at the path /registry/secrets/$namespace/$secret on the master node.
The below command can be used to verify if the particular ETCD secret is encrypted or not.
# ETCDCTL_API=3 etcdctl get /registry/secrets/default/secret1 [...] | hexdump -C

NEW QUESTION # 30

You are tasked with hardening a Kubernetes cluster running on a public cloud provider. The cluster currently runs Kubernetes
version 1.18 and has been exposed to the internet for several months. A security audit has identified several vulnerabilities in the
current Kubernetes version, including CVE-2021-25743, which affects all versions prior to 1.22.

How do you upgrade your cluster to Kubernetes 1.22 and patch the vulnerabilities without disrupting the applications running on the
cluster?

Answer:

Explanation:
Solution (Step by Step) :



1. Plan the upgrade:

- Identify the workloads running in the cluster.

- Understand the dependencies and configurations of each workload.

- Check compatibility of workloads with the new Kubernetes version.

- Research the recommended upgrade path for your cloud provider.

2. Prepare the environment:

- Create a backup of'the cluster configuration. This includes the cluster manifest, service account configurations, and any custom
resources.

- Test the upgrade process on a staging environment. This helps to identify potential issues and avoid downtime in the production
cluster.

- Identify and fix any issues discovered in the staging environment. This could involve updating application configurations or
deploying new versions of workloads.

3. Perform the upgrade:

- Use the recommended upgrade process for your cloud provider. Most cloud providers provide automated tools for Kubernetes
upgrades.

- Monitor the upgrade process closely. Keep an eye on logs and metrics for any issues or errors.

- Rollback to the previous version if necessary. Have a plan to revert the upgrade if any critical issues arise.

4. Validate the upgrade:

- Verify,/ that all applications are running as expected. Check application logs, metrics, and functionality to ensure that there are no
regressions.

- Confirm that the vulnerabilities have been patched. Use tools like 'kubectl audit or 'kubeadm upgrade' to verify the patched
version.

Exanple using Google Kubernetes Engine:

- Create a new cluster with the desired Kubernetes version (1.22) in the Google Cloud Console.

- Use 'kubectl get nodes --all-namespaces to list the nodes in the existing cluster.

- Use 'kubectl drain' to drain the nodes in the existing cluster-

- Use 'kubectl cordon' to cordon the nodes in the existing cluster.

- Once the nodes are drained and cordoned, use 'kubectl delete node to delete the nodes in the existing cluster

- Join the nodes to the new cluster using 'kuoectl join

- Migrate the applications and configurations from the old cluster to the new cluster

- Delete the old cluster

This process ensures a minimal disruption to the applications during the upgrade, and that the vulnerabilities are patched effectively.

NEW QUESTION # 31

You are managing a Kubernetes cluster With a critical application deployed as a Deployment. You need to ensure that only
authorized users can access the Kubernetes API to manage this application's resources. Describe the security measures you would
implement to restrict access to the Kubernetes API and ensure only authorized users can manage this specific Deployment

Answer:

Explanation:

Solution (Step by Step):

1. Create a Service Account:

- Create a dedicated Service Account for the application:



apiVersion: vi
kind: ServiceAccount
metadata:

name: critical-app-sa
apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:

name: critical-app-role
rules:
- apiGroups: ["apps”]

resources: [“deployments™]

verbs: [“get", "list", "watch!;y "update", "patch", “"delete"]
apiVersion: rbac.suthorization.k8s.io/v1l
kind: RoleBinding
metadata:

name: critical-appsrolebinding
roleRef:

apiGroup: rbag.dUthorization.k8s.io HE
kind: Role I LI N U
FOUNDATIO

name: critical-app-role
subjects:
- kind: ServiceAccount
name: critical-app-sa
namespace: default

2. Configure the Deployment to use the Service Account - Update the Deployment YAML to specify the Service Account:
IPLVErS1ON: apps/vi
tind: Deployment
wetadata:
name: critical-app
pec:
replicas: 3
template:
metadata:
labels:
app: critical-app

spec:
serviceAccounthame: critica;jp.%!N U x

containers:
- name: critical-app-container
image example/critical-app:latest

.. other container configurations .
3 Use RBAC (Role-Based Access Control) Create a Role and RoleBmdlng for the Service Account:

FATEL 32010 1 WO S OULIT LA LI RS s LU VL

_1nd Role

letadata:

name: critical-app-role

ules:

apiGroups: [“apps”]

resources: [“deployments™]

verbs: [“get”, "list", “"watch”, “updatd”, “patch”, “"delete"]

ipiversion: rbac.authorization.kés.lo/fvl 1
:dind: RoleBinding LI N U x

wetadata:

name: critical-app-riglebinding
aleRef:

apiGroup: rbaggadthorization.k8s.io
kind: Role

name: critical-app-role

wbjects:

kind: ServiceAccount

name : :ritical-app sa

4. Apply the Changes - Apply the YAML configurations using 'kubectl apply -f critical-app.yaml' 5. Restrict Access to the
Kubernetes API: - Use kubeconfig files to limit access to the API for specific users or groups. - Use tools like 'kubectl auth can-1 to
verify access permissions. 6. Limit Access to Specific Namespaces: - By default, Service Accounts have access to resources in their
respective namespaces. - To further restrict access, create a Namespace and limit the Service Account's permissions within that
namespace. By implementing these measures, you create a secure environment where only authorized users (through the Service



Account) can manage the critical application's Deployment

NEW QUESTION # 32
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