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Amazon CLF-C02 Exam Syllabus Topics:

Topic Details
¢ Security and Compliance: This section involves understanding the shared responsibility framework of AWS
Topic 1 n addition to compliance and governance. It also involves exploring the management capabilities of AWS
by exploring its security capabilities.
¢ Cloud Concepts: This section involves knowledge of value proposition and exploring design rules of AWS.
Tobi It covers the advantages of techniques for moving over to AWS cloud and developing a good
opic 2 . .
understanding of cloud economics.
¢ Billing, Pricing, and Support: This section contrasts pricing methods and budgeting resources management.
Topic 3 It also tests understanding of billing methods, identifying support options, and technical resources.
¢ Cloud Technology and Services: Describe ways to access AWS services in AWS Cloud and explore
Topic 4 connectivity options. It deals with defining the global infrastructure of AWS, computing services, and
network services.

Amazon AWS Certified Cloud Practitioner Sample Questions (Q746-Q751):

NEW QUESTION # 746
A company runs Amazon EC2 instances in a research lab. The instances run for 3 hours each week and cannot be nterrupted.

A. Convertible Reserved Instances
B. On-Demand Instances

C. Spot Instances

D. Compute Savings Plan

Answer: B

NEW QUESTION # 747
A company is setting up AWS Identity and Access Management (IAM) on an AWS account.
‘Which recommendation complies with IAM security best practices?

A. Turn on multi-factor authentication (MFA) for added security during the login process.

B. Avoid rotating credentials to prevent issues in production applications.

C. Use the account root user access keys for admmnistrative tasks.

D. Grant broad permissions so that all company employees can access the resources they need.

Answer: A

Explanation:

C is correct because turning on multi-factor authentication (MFA) for added security during the login process is one of the [AM
security best practices recommended by AWS. MFA adds an extra layer of protection on top of the user name and password,
making it harder for attackers to access the AWS account. A is incorrect because using the account root user access keys for
administrative tasks is not a good practice, as the root user has full access to all the resources in the AWS account and can cause
irreparable damage if compromised.

AWS recommends creating individual IAM users with the least privilege principle and using roles for applications that run on
Amazon EC2 mstances. B is incorrect because granting broad permissions so that all company employees can access the resources
they need is not a good practice, as it increases the risk of unauthorized or accidental actions on the AWS resources. AWS
recommends granting only the permissions that are required to performa task and using groups to assign permissions to I[AM users.
D is incorrect because avoiding rotating credentials to prevent issues in production applications is not a good practice, as it increases
the risk of credential leakage or compromise. AWS recommends rotating credentials regularly and using temporary security
credentials from AWS STS when possible.
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NEW QUESTION # 748
A company wants to set AWS spending targets and track costs against those targets.
‘Which AWS tool or feature should the company use to meet these requirements?

A. AWS Cost Explorer

B. AWS Budgets

C. AWS Cost and Usage Report
D. Savings Plans

Answer: B

Explanation:

Explanation

AWS Budgets is a tool that allows users to set AWS spending targets and track costs against those targets.

Users can create budgets for various dimensions, such as service, linked account, tag, and more. Users can also receive alerts when
the actual or forecasted costs exceed or are projected to exceed the budgeted amount.

AWS Cost Explorer, AWS Cost and Usage Report, and Savings Plans are other AWS tools or features that can help users manage
and optimize their AWS costs, but they do not enable users to set and track spending targets

NEW QUESTION # 749
A company needs a bridge between technology and business to help evolve to a culture of continuous growth and learning,
Which perspective in the AWS Cloud Adoption Framework (AWS CAF) serves as this bridge?

A. Operations
B. Governance

C. Security
D. People

Answer: D

Explanation:

The People perspective in the AWS Cloud Adoption Framework (AWS CAF) serves as a bridge between technology and
business, accelerating the cloud journey to help organizations more rapidly evolve to a culture of continuous growth, learning, and
where change becomes business-as-normal, with focus on culture, organizational structure, leadership, and workforcel. References:
People Perspective - AWS Cloud Adoption Framework

NEW QUESTION # 750

A company wants to integrate natural language processing (NLP) into business intelligence (Bl) dashboards.
The company wants to ask questions and

receive answers with relevant visualizations.

Which AWS service or tool will meet these requirements?

A. Amazon Rekognition
B. Amazon Macie

C. Amazon QuickSight Q
D. Amazon Lex

Answer: C

Explanation:

Amazon QuickSight Q is a natural language query feature that allows users to ask questions about their data and receive answers in
the form of relevant visualizations1. Amazon Macie is a data security and data privacy service that uses machine learning and pattern
matching to discover and protect sensitive data in AWS2. Amazon Rekognition is a computer vision service that can analyze images
and videos for faces, objects, scenes, text, and more3. Amazon Lex is a service for building conversational nterfaces using voice
and text4.

NEW QUESTION # 751
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