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What is an automatically correlated set of individual events generated by the firewall and runtime sensors to identify unfolding
attacks?

A. incident
B. anomaly
C. policy
D. audit

Answer: A

Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma- cloud-admin-compute
/runtime_defense/incident_explorer.html

An automatically correlated set of individual events generated by the firewall and runtime sensors to identify unfolding attacks is
known as an "incident”. Incidents provide a consolidated view of related security events, making it easier for admmistrators to
understand the scope and potential impact of an attack, and to take appropriate response actions.

NEW QUESTION # 12
The exclamation mark on the resource explorer page would represent?

A. resource has compliance violation
B. resource has alerts

C. the resource was modified recently
D. resource has been deleted

Answer: B

Explanation:
https’//docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/investigate-incidents-on-prisma- cloud/investigate-
config-incidents-on-prisma-cloud

NEW QUESTION # 13
How often do Defenders share logs with Console?

A. Every 30 minutes
B. Every 1 hour

C. Every 10 minutes
D. Real time

Answer: D

Explanation:

In Prisma Cloud, Defenders play a crucial role in securing cloud environments by monitoring and protecting workloads. The
communication between Defenders and the Prisma Cloud Console occurs in real-time, allowing for immediate detection of threats,
wvulnerabilities, and compliance issues. This real-time communication is essential for maintaining an up-to-date security posture and
promptly responding to potential security incidents. The real-time nature of Defender-Console communication ensures that security
teanrs have the latest information and can take swift actions to mitigate risks.

NEW QUESTION # 14
A Prisma Cloud administrator is onboarding a single GCP project to Prisma Cloud. Which two steps can be performed by the
Terraform script? (Choose two.)

A. publish the flow log to a storage bucket.

B. enable the required APIs for Prisma Cloud.
C. create the Prisma Cloud role.

D. enable flow logs for Prisma Cloud.

Answer: B,C



Explanation:

When a Prisma Cloud administrator is onboarding a single GCP project to Prisma Cloud, the Terraform script can perform several
steps to facilitate this integration. The steps include B. create the Prisma Cloud role, which is essential for defining the permissions
and capabilities that Prisma Cloud will have within the GCP environment, and C. enable the required APIs for Prisma Cloud,
ensuring that Prisma Cloud can access the necessary GCP services and features for comprehensive cloud security management.

NEW QUESTION # 15
Put the steps of integrating Okta with Prisma Cloud in the right order in relation to CIEM or SSO okra integration.

Log in to your Okta administrator panel.

Add an administrator role.

Generate an API token

Configure Okta with Prisma Cloud

Run the IAM queries for Okta
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Explanation:

* Log in to your Okta administrator panel.

* Add an administrator role.

* Generate an API token.

* Configure Okta with Prisma Cloud.

* Run the IAM queries for Okta.

When integrating Okta with Prisma Cloud, especially in the context of Cloud Infrastructure Entitlement Management (CIEM) or
Single Sign-On (SSO) integration, the process must be conducted in a sequence that establishes the necessary permissions and
configurations for successful integration.

The first step is to log in to the Okta administrator panel. This is where you will manage your Okta settings and begin the integration
process.

Once logged in, the next step is to add an administrator role. This involves assigning a role within Okta that has the appropriate
permissions to create and manage API tokens and to perform integration tasks.

After setting up the correct administrative role, the third step is to generate an API token. This token will be used to authenticate the
communications between Okta and Prisma Cloud. The API token acts as a secure method of verifying that requests made to Prisma
Cloud are authorized.

With the API token generated, the fourth step is to configure Okta with Prisma Cloud. This step typically involves entering the API
token into Prisma Cloud and setting up the necessary configurations within Prisma Cloud to recognize and accept authentication



requests from Okta.

The final step is to run the Identity and Access Management (IAM) queries for Okta within Prisma Cloud.

This step is crucial for CIEM, as it allows Prisma Cloud to query Okta for identity information, user roles, and entitlements, ensuring
that the correct permissions are enforced across the cloud environment and that SSO is functioning correctly.

Following these steps in order will ensure that Okta is properly integrated with Prisma Cloud, providing a secure and efficient
method for managing cloud access and entitlerments.

NEW QUESTION # 16
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