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¢ Platform Engineering Core Fundamentals: This section of the exam measures the skills of Supplier

Management Consultants and covers essential foundations such as declarative resource management,
. DevOps practices, application environments, platform architecture, and the core goals of platform
Topic 1 engineering, It also includes continuous integration fundamentals, delivery approaches, and GitOps
principles.

¢ Measuring your Platform: This part of the exam assesses Procurement Specialists on how to measure
platform efficiency and team productivity. It includes knowledge of applying DORA metrics for platform

Topic 2
P mitiatives and monitoring outcomes to align with organizational goals.
¢ Continuous Delivery & Platform Engmneering: This section measures the skills of Supplier Management
Consultants and focuses on continuous integration pipelines, the findamentals of the CI
Topic 3 ¢ CD relationship, and GitOps basics. It also includes knowledge of workflows, incident response in

platform engineering, and applying GitOps for application environments.

Linux Foundation Certified Cloud Native Platform Engineering Associate
Sample Questions (Q14-Q19):

NEW QUESTION # 14
In the context of Istio, what is the purpose of PeerAuthentication?

A. Defining how traffic is routed between services
B. Securing service-to-service communication

C. Managng network policies for ingress traffic
D. Monitoring and logging service communication

Answer: B

Explanation:

In Istio, PeerAuthentication is used to configure how workloads authenticate traffic coming from other services in the mesh. Option
C is correct because PeerAuthentication primarily secures service-to-service communication using mutual TLS (mTILS), ensuring
encryption in transit and verifying the identity of both communicating parties.

Option A (network policies for ingress traffic) relates to Kubernetes NetworkPolicy, not Istio PeerAuthentication. Option B (traffic
routing) is handled by Istio's VirtualService and DestinationRule resources. Option D (monitoring/logging) is part of Istio's telemetry
features, not PeerAuthentication.

PeerAuthentication policies define whether mILS is disabled, permissive, or strict, giving platform teams fine-grained control over
how services commumicate securely. This aligns with zero-trust security models and ensures compliance with organizational policies
without requiring application code changes.

References:- CNCF Service Mesh Whitepaper- Istio Security Documentation- Cloud Native Platform Engneering Study Guide

NEW QUESTION # 15
A company is implementing a service mesh for secure service-to-service communication in their cloud native environment. What is
the primary benefit of using mutual TLS (mTLS) within this context?

A. Enables logging of all service commumications for audit purposes.

B. Allows services to bypass security checks for better performance.

C. Allows services to authenticate each other and secure data i transit.

D. Sinplifies the deployment of microservices by automatically scaling them

Answer: C

Explanation:

Mutual TLS (mTLS) is a core feature of service meshes, such as Istio or Linkerd, that enhances security in cloud native
environments by ensuring that both communicating services authenticate each other and that the commumication channel is encrypted.
Option A is correct because miILS delivers two critical benefits:

authentication (verifying the identity of both client and server services) and encryption (protecting data in transit from interception or



tampering).

Option B is incorrect because mILS does not bypass security-it enforces it. Option C is partly true in that service meshes often
support observability and logging, but that is not the primary purpose of mMILS. Option D relates to scaling, which is outside the
scope of mILS.

In platform engineering, mTLS is a fundamental security mechanism that provides zero-trust networking between microservices,
ensuring secure communication without requiring application-level changes. It strengthens compliance with security and data
protection requirements, which are crucial in regulated industries.

References:- CNCF Service Mesh Whitepaper- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

NEW QUESTION # 16
A platform engineering team is building an Internal Developer Platform (IDP). Which of the following enables application teamms to
manage infrastructure resources independently, without requiring direct platform team support?

A. Manual infrastructure deployment services.
B. A comprehensive platform knowledge center.
C. Self-service resource provisioning APIs.

D. Centralized logging and monitoring interfaces.

Answer: C

Explanation:

The defining capability of an IDP is enabling self-service so developers can independently access infrastructure and platform
resources. Option D is correct because self-service resource provisioning APIs allow developers to provision resources such as
namespaces, databases, or environments without relying on manual intervention from the platform team These APIs embed
governance, compliance, and organizational guardrails while giving autonomy to development teans.

Option A (manual deployment services) defeats the purpose of self-service. Option B (knowledge centers) improve documentation
but do not provide automation. Option C (logging/monitoring interfaces) are observability tools, not resource provisioning
mechanisns.

Self-service APIs empower developers, reduce cognitive load, and mmimize bottlenecks. They also align with the platform
engineering principle of "treating the platform as a product," where developers are customers, and the platform offers curated golden
paths to simplify consumption of infrastructure and services.

References:- CNCF Platforms Whitepaper- CNCF Platform Engineering Maturity Model- Cloud Native Platform Engineering
Study Guide

NEW QUESTION # 17
A platform engineering team needs to provide comprehensive cost visibility for Kubernetes workloads to optimize infrastructure
utilization. Which tool is recommended to achieve this goal?

A. Application performance monitoring tools with limited resource cost tracking.
B. OpenCost for real-time, granular Kubernetes cost allocation and analysis.

C. Kubemetes resource usage metrics paired with cloud provider billing data.
D. Cloud provider cost estimation tools with basic Kubernetes integration.

Answer: B

Explanation:

OpenCost is the CNCF-supported open-source project designed specifically for Kubernetes cost visibility and optimization. Option
B is correct because OpenCost provides granular, real-time allocation of Kubernetes costs across namespaces, workloads, and
tearrs. This allows organizations to understand true cost drivers and optimize resource utilization eftectively.

Option A (APM tools) may track performance but usually lack deep integration with Kubernetes cost allocation. Option C provides
partial visibility but requires complex manual correlation of resource usage with billing data. Option D (cloud provider estimators)
typically offer limited or high-level insights and do not map costs down to Kubernetes workloads.

By adopting OpenCost, platform teams can align financial accountability with engineering usage, a practice known as FinOps. This
supports sustainable scaling, cost efficiency, and transparency-critical aspects of measuring platform success.

References:- CNCF OpenCost Project- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study Guide

NEW QUESTION # 18



Development tearrs frequently raise support tickets for short-term access to staging clusters, creating a growing burden on the
platform team. What's the best long-term solution to balance control, efficiency, and developer experience?

¢ A Use GitOps to manage RBAC roles and allow teams to request access via pull requests with automatic approval for non-
sensitive environments.

¢ B. Set up scheduled access windows and batch all requests into specific time slots managed by the platform team.

¢ C. Provide pre-approved kubeconfigs to trusted developers so they can access staging clusters without platform intervention.

¢ D. Dedicate one Cloud Native Platform Engineer to triage and fulfill all access requests to maintain fast turnaround times.

Answer: A

Explanation:

The most sustainable solution for managing developer access while balancing governance and self-service is to adopt GitOps-based
RBAC management. Option A is correct because it leverages Git as the source of truth for access permissions, allowing developers
to request access through pull requests. For non-sensitive environments such as staging, approvals can be automated, ensuring
efficiency while still maintaining auditability. This approach aligns with platform engineering principles of self-service, automation, and
compliance.

Option B places the burden entirely on one engineer, which does not scale. Option C introduces bottlenecks, delays, and reduces
developer experience. Option D bypasses governance and auditability, potentially creating security risks.

GitOps for RBAC not only improves developer experience but also ensures all changes are versioned, reviewed, and auditable. This
model supports compliance while reducing manual intervention from the platform team, thus enhancing efficiency.

References- CNCF GitOps Principles- CNCF Platforns Whitepaper- Cloud Native Platform Engmeering Study Guide

NEW QUESTION # 19
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