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CompTIA CloudNetX Certification Exam Sample Questions (Q19-Q24):
NEW QUESTION # 19 
A SaaS company is launching a new product based in a cloud environment. The new product will be provided as an API and should
not be exposed to the internet. Which of the following should the company create to best meet this requirement?

A. Firewall rules allowing access to the API endpoint from the customer's VPC
B. A transit gateway that connects the API to the customer's VPC
C. A private service endpoint exposing the API endpoint to the customer's VPC
D. A VPC peering connection from the API VPC to the customer's VPC

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A private service endpoint allows the API to be exposed securely to a customer's Virtual Private Cloud (VPC) without making it
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publicly accessible over the internet. This enables secure, private communication over the cloud provider's backbone network while
maintaining isolation and control over API access.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Cloud Networking and Connectivity":
"Private service endpoints allow secure communication between cloud resources and customer environments without traversing the
public internet, reducing exposure and enhancing compliance." This method is essential for SaaS providers aiming to securely
integrate services with customer environments.
Other options:
* A. Transit gateways provide large-scale connectivity but are more suited for multi-VPC or hybrid cloud environments.
* B. Firewall rules alone do not restrict access to private-only networks.
* C. VPC peering can work, but private endpoints are designed specifically for service-to-service communication.

NEW QUESTION # 20 
You are designing a campus network with a three-tier hierarchy and need to ensure secure connectivity between locations and
traveling employees.
INSTRUCTIONS
Review the command output by clicking on the server, laptops, and workstations on the network.
Use the drop-down menus to determine the appropriate technology and label for each layer on the diagram.
Options may only be used once.
Click on the magnifying glass to make additional configuration changes.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Answer:

Explanation:



NEW QUESTION # 21 
A network administrator receives a ticket from one of the company's offices about video calls that work normally for one minute and
then get very choppy. The network administrator pings the video server from that site to ensure that it is reachable:



Which of the following ismostlikely the cause of the video call issue?

A. Throughput
B. Loss
C. Latency
D. Jitter

Answer: D

Explanation:
The wildly varying ping response times (from 11 ms up to 849 ms) indicate high packet-delay variation, which causes the video
stream to become choppy after a short period. That fluctuation in latency is known as jitter.

NEW QUESTION # 22 
A company has a 40Gbps network that uses a network tap to inspect the traffic using an IDS. The IDS usually performs normally
except when the servers are downloading patches from their local update repository
10.10.10.139 using HTTPS. During the patch windows, the IDS cannot handle the extra load and drops a significant number of
packets. Which of the following would allow a network engineer to prevent this issue without compromising the network visibility?

A. Scheduling a cron job to stop the IDS service during the patch window
B. Using PF_RING offload to filter out "host 10.10.10.139 and port 443"
C. Configuring the IDS to ignore traffic from 10.10.10.139
D. Adding a "dst host 10.10.10.139" BPF on the tap

Answer: D

Explanation:
By applying a Berkeley Packet Filter to drop only the HTTPS patch#repo traffic before it reaches the IDS, you relieve the
processing burden during patch windows while preserving full visibility for all other flows.
This avoids reconfiguring the IDS itself or losing visibility across the rest of the network.

NEW QUESTION # 23 
A network architect must ensure only certain departments can access specific resources while on premises.
Those same users cannot be allowed to access those resources once they have left campus. Which of the following would ensure
access is provided according to these requirements?

A. Enabling MFA for only those users within the departments needing access
B. Implementing a PKI-based authentication system to ensure access
C. Configuring UEBA to monitor all access to those resources during non-business hours
D. Configuring geofencing with the IPs of the resources

Answer: D

Explanation:



By defining an IP-based geofence around the on-premises network addresses where those resources reside, you ensure that only
users connecting from inside the campus IP ranges can reach them. As soon as the same users leave that network (and thus fall
outside the geofenced IP block), access is automatically denied.

NEW QUESTION # 24
......
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