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GIAC Cloud Security Essentials Sample Questions (Q163-Q168):
NEW QUESTION # 163 
What is a fundamental practice in cloud automation to ensure infrastructure can be quickly provisioned and managed?
Response:

A. Avoiding the use of templates and blueprints.
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B. Regularly deleting logs to save storage space.
C. Using descriptive labels and tags for cloud resources.
D. Relying solely on graphical user interface tools for deployment.

Answer: C

NEW QUESTION # 164 
Which of the following is a key benefit of continuous integration/continuous deployment (CI/CD) in cloud security?
Response:

A. Reducing deployment speed
B. Automating security checks
C. Disabling security alerts
D. Increasing the number of manual reviews

Answer: B

NEW QUESTION # 165 
In the context of cloud security, incident response requires immediate action. Which of the following should be included in the initial
response steps?
Response:

A. Conducting a public relations campaign to mitigate reputation damage.
B. Waiting for a complete data breach confirmation before taking any steps.
C. Isolating affected systems to prevent further unauthorized access.
D. Immediately informing all customers, regardless of evidence of data compromise.

Answer: C

NEW QUESTION # 166 
In a Platform as a Service (PaaS) setup, the cloud provider is responsible for securing the ________.
Response:

A. Endpoints
B. Data
C. Runtime
D. Applications

Answer: C

NEW QUESTION # 167 
Which of the following is a critical best practice when deploying cloud compute resources?
Response:

A. Ensuring minimal attack surface
B. Hardcoding credentials in scripts
C. Using unpatched software versions
D. Disabling logging for sensitive operations

Answer: A

NEW QUESTION # 168
......
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