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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q57-Q62):
NEW QUESTION # 57 
An organization sees unauthorized apps installed and licensing prompts. What should the security team do?

A. Deploy an internal PKI to filter encrypted web traffic.
B. Implement stronger controls to block suspicious websites.
C. Enable stricter UAC settings on Windows.
D. Remove users from the local admin group.

Answer: D

Explanation:
Removing users from thelocal admin groupprevents them from installing unauthorized software.
FromQuentin Docter - Complete Study Guide:
"Local admin privileges allow users to install unauthorized apps. Removing them from this group restricts installations and helps
prevent malware." .

NEW QUESTION # 58 
A customer wants to be able to work from home but does not want to be responsible for bringingcompany equipment back and
forth. Which of the following would allow the user to remotely access and use a Windows PC at the main office? (Choose two.)

A. SPICE
B. RDP
C. SSH
D. WinRM
E. RMM
F. VPN

Answer: B,F

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
To work remotely without physically transporting a workstation, the user needs:
* C. RDP (Remote Desktop Protocol): Allows graphical remote access to a Windows PC at the office.
* D. VPN (Virtual Private Network): Establishes a secure tunnel to access the corporate network remotely, making the internal PC
reachable.
A: SPICE is used in virtual machine environments and is not typically used for end-user remote desktop access.
B: SSH is a text-based remote access tool used mostly for Linux systems.
E: RMM (Remote Monitoring and Management) is used by IT administrators for support - not end-user remote access.
F: WinRM is used for Windows remote management via PowerShell, not for full desktop access.
Reference:
CompTIA A+ 220-1102 Objectives 2.2 & 4.4: Compare and contrast security tools and remote access methods.
Study Guide Section: Remote access tools - RDP and VPN for secure remote work

NEW QUESTION # 59 
A user's application only works with a legacy version of the OS. The OS is reaching its end-of-life date. For security reasons, the
company is migrating to the current version of the OS. Which of the following is the most efficient way to complete the migration
while maintaining accessibility to the application?

A. Bare-metal server
B. Multiboot
C. Virtualization
D. Terminal server

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:



Virtualizationallows the legacy OS to be run in a virtual machine (VM) on top of the newer OS. This method provides backward
compatibility without requiring outdated operating systems on physical hardware.
FromQuentin Docter - CompTIA A+ Complete Study Guide:
"Using virtualization is a preferred method when legacy applications are needed after migrating to newer operating systems. It allows
legacy environments to exist securely within a modern OS framework."

NEW QUESTION # 60 
Which of the following is used to store passwords in macOS?

A. FileVault
B. Keychain
C. Accessibility
D. Mission Control

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Keychainis the built-in macOS utility that manages and stores credentials, including passwords and certificates.
According toQuentin Docter - CompTIA A+ Complete Study Guide:
"Keychain Access in macOS is used for managing and storing passwords securely, similar to credential managers in Windows."

NEW QUESTION # 61 
Every time a user loads a specific spreadsheet, their computer is temporarily unresponsive. The user also notices that the title bar
indicates the application is not responding. Which of the following would a technician most likely inspect?

A. File size and related memory utilization
B. Anti-malware logs
C. Workstation repair options
D. Bandwidth status as reported in the Task Manager

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
If a system becomes unresponsive while opening a specific spreadsheet, the issue is likely tied to the file's size or the complexity of its
content (e.g., embedded formulas, macros, or graphics). High memory utilization caused by the file can lead to temporary freezing or
application "Not Responding" messages. Checking the spreadsheet's file size and monitoring system memory in Task Manager will
help isolate performance bottlenecks.
A: Anti-malware logs are important for security troubleshooting but less likely relevant to spreadsheet-related performance issues.
B: Workstation repair is for system-wide problems and not necessary for a single-file issue.
C: Bandwidth relates to network usage and wouldn't impact opening a local file.
Reference:
CompTIA A+ 220-1102 Objective 3.3: Troubleshoot common application issues.
Study Guide Section: Troubleshooting application slowness and performance using Task Manager and resource monitoring tools

NEW QUESTION # 62
......
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