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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q112-Q117):

NEW QUESTION # 112
A user reports somre single sign-on errors to a help desk technician. Currently, the user is able tosign in to the company's application
portal but cannot access a specific SaaS-based tool. Which of the following would the technician most likely suggest as a next step?

A. Reenroll the user's mobile device to be used as an MFA token
B. Bypass single sign-on by directly authenticating to the application
C. Reset the device being used to factory defaults

D. Use a private browsing window to avoid local session conflicts

Answer: D

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

SSO issues are often related to cached session data, cookies, or browser artifacts. The fact that the user can access the company
portal but not one specific SaaS tool suggests a session or token problem. Using a private

/incognito browsing window allows a clean session to be initiated, which often resolves SSO conflicts.

A: Reenrolling MFA is not related unless access issues stem from failed mutltifactor authentication.

C: Bypassing SSO may not be possible depending on the SaaS tool and company policies.

D: Factory resetting a device is a last resort and unnecessary in this case.

Reference:

CompTIA A+ 220-1102 Objective 3.3: Troubleshoot common software, application, and OS security issues.
Study Guide Section: Troubleshooting login and authentication issues, especially with SSO services.

NEW QUESTION # 113
Recently, the number of users sharing smartphone passcodes has increased. The management team wants a technician to deploy a
more secure screen lock method. Which of the following technologies should the technician use?

A. Pattern lock

B. Facial recognition

C. Device encryption

D. Multifactor authentication

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Facial recognition is a biometric authentication method that ties access to a unique physical feature of the user. Unlike passcodes or
pattern locks-which can be easily shared-facial recognition provides a more secure and non-transferable form of access. It also
enhances user convenience and is widely supported by modern smartphones.

A: Pattern locks can still be shared and are less secure.

C: Device encryption protects data but does not prevent screen access if a passcode is shared.

D: Muttifactor authentication typically applies to app or account access, not basic phone unlocking,

Reference:

CompTIA A+ 220-1102 Objective 2.2: Compare and contrast common security measures and authentication technologies.
Study Guide Section: Biometric screen lock technologies (e.g,, facial recognition, fingerprint)

NEW QUESTION # 114

A user takes an i0S-based smartphone that is performing slowly to a repair shop. A shop technician finds the following information:
Battery charge: 25%

Battery health: 90%

Hotspot: On

Mobile reception: |||

Roaming; Off

Used space: 63.76GB/64GB

Which of the following is the cause of the issue?

e A The phone is not sufficiently charged



B. The device is running out of free space

C. The battery health is low

D. The hotspot is degrading the performance
E. Too many applications are open

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

When an iOS device approaches full storage capacity, performance can be significantly impacted. iOS requires a buffer of free
space to perform background processes efficiently.

From theAll-in-One Exam Guide:

"OS devices need several gigabytes of fiee space to maintain optimal performance. Near-full storage can cause sluggish operation
and failures in updates or background tasks."

NEW QUESTION # 115
A user has rooted their corporate phone to load unapproved software. Which of the following tools should the company use to
prevent access to the corporate network?

A. Lock screen

B. Geofencing

C. Mobile device management
D. Encryption

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Mobile Device Management (MDM) allows an organization to enforce security policies, such as denying network access to
jailbroken/rooted devices.

Fromthe All-in-One Exam Guide by Travis Everett and Andrew Hutz:

"MDM software allows administrators to monitor, manage, and secure mobile devices connected to enterprise networks. One key
feature is the detection and denial of access for rooted or jailbroken devices".

Quentin Docter also confirms:

"An MDM solution can check if'a device has been rooted and prevent it from accessing the network, ensuring compliance with
corporate security standards".

NEW QUESTION # 116
An end user wants to have a sales printer added to their computer. The printer is on the domain. Which of the following is the best
method for the technician to add the printer?

A. Go to Local Users and Groups to add the printer
B. Connect the laptop to the printer via USB

C. Go to the print server and select the printer name
D. Connect to the printer via Bluetooth

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

In a domain environment, printers are typically deployed via a print server. Users can browse available printers on the server and
mnstall them directly.

AllFin-One Exam Guidementions:

"In a corporate domain, printers are managed via a centralized print server. Users can select the desired printer from the server's
shared List."

NEW QUESTION # 117
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