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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q255-Q260):
NEW QUESTION # 255 
An organization recently experienced a ransomware attack. The security team leader is concerned about the attack reoccurring.
However, no further security measures have been implemented.
Which of the following processes can be used to identify potential prevention recommendations?

A. Recovery
B. Preparation
C. Detection
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D. Remediation

Answer: B

Explanation:
Preparation is the process that can be used to identify potential prevention recommendations after a security incident, such as a
ransomware attack. Preparation involves planning and implementing security measures to prevent or mitigate future incidents, such as
by updating policies, procedures, or controls, conducting training or awareness campaigns, or acquiring new tools or resources.
Detection is the process of discovering or identifying security incidents, not preventing them. Remediation is the process of containing
or resolving security incidents, not preventing them. Recovery is the process of restoring normal operations after security incidents,
not preventing them. Verified Reference: https://www.comptia.org/blog/what-is-incident-response
https://partners.comptia.org/docs/default-source/resources/casp-content-guide

NEW QUESTION # 256 
A security analyst and a DevOps engineer are working together to address configuration drifts in highly scalable systems that are
leading to increased vulnerability findings. Which of the following recommendations would be best to eliminate this issue?

A. Using a baseline configuration manager for deployment
B. Eliminating false positives from the vulnerability scans
C. Performing continuous audits of the patching status
D. Deploying an immutable infrastructure through containers

Answer: D

Explanation:
Immutable infrastructure through containers ensures that the deployed systems remain consistent and resistant to drift. Any changes
require rebuilding and redeploying containers, eliminating configuration inconsistencies. This aligns with CASP+ objective 2.2, which
emphasizes implementing scalable, secure system configurations.

NEW QUESTION # 257 
An analyst is working to address a potential compromise of a corporate endpoint and discovers the attacker accessed a user's
credentials. However, it is unclear if the system baseline was modified to achieve persistence. Which of the following would most
likely support forensic activities in this scenario?

A. SCAP scanner
B. Bit-level disk duplication
C. Software composition analysis
D. Side-channel analysis

Answer: B

Explanation:
Bit-level disk duplication creates an exact copy of the storage device, preserving the system's state for in-depth forensic analysis.
This helps identify any unauthorized changes to the baseline or other artifacts of compromise.

NEW QUESTION # 258 
A disaster recovery team learned of several mistakes that were made during the last disaster recovery parallel test. Computational
resources ran out at 70% of restoration of critical services.
Which of the following should be modified to prevent the issue from reoccurring?

A. Recovery point objective
B. Recovery time objective
C. Mission-essential functions
D. Recovery service level

Answer: D



NEW QUESTION # 259 
A software company wants to build a platform by integrating with another company's established product. Which of the following
provisions would be MOST important to include when drafting an agreement between the two companies?

A. Data sovereignty
B. Shared responsibility
C. Safe harbor considerations
D. Source code escrow

Answer: D

NEW QUESTION # 260
......
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