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CompTIA Advanced Security Practitioner (CASP+) Exam Sample Questions
(Q253-Q258):
NEW QUESTION # 253 
A security architect is designing a solution for a new customer who requires significant security capabilities in its environment. The
customer has provided the architect with the following set of requirements:
* Capable of early detection of advanced persistent threats.
* Must be transparent to users and cause no performance degradation.
+ Allow integration with production and development networks seamlessly.
+ Enable the security team to hunt and investigate live exploitation techniques.
Which of the following technologies BEST meets the customer's requirements for security capabilities? A.

A. Threat Intelligence
B. Sandbox detonation
C. Deception software
D. Centralized logging

Answer: C

Explanation:
Deception software is a technology that creates realistic but fake assets (such as servers, applications, data, etc.) that mimic the real
environment and lure attackers into interacting with them. By doing so, deception software can help detect advanced persistent
threats (APTs) that may otherwise evade traditional security tools
12. Deception software can also provide valuable insights into the attacker's tactics, techniques, and procedures (TTPs) by capturing
their actions and behaviors on the decoys Deception software can meet the customer's requirements for security capabilities
because:
It is capable of early detection of APTs by creating attractive targets for them and alerting security teams when they are engaged12.
It is transparent to users and causes no performance degradation because it does not interfere with legitimate traffic or resources13.
It allows integration with production and development networks seamlessly because it can create decoys that match the network
topology and configuration It enables the security team to hunt and investigate live exploitation techniques because it can record and
analyze the attacker's activities on the decoys13.

NEW QUESTION # 254 
Device event logs sources from MDM software as follows:

Which of the following security concerns and response actions would BEST address the risks posed by the device in the logs?

A. Malicious installation of an application; change the MDM configuration to remove application ID 1220.
B. Falsified status reporting; remotely wipe the device.
C. Resource leak; recover the device for analysis and clean up the local storage.
D. Impossible travel; disable the device's account and access while investigating.

Answer: D

Explanation:
The device event logs show that the device was in two different locations (New York and London) within a short time span (one
hour), which indicates impossible travel. This could be a sign of a compromised device or account. The best response action is to
disable the device's account and access while investigating the incident. Malicious installation of an application is not evident from the
logs, nor is resource leak or falsified status reporting. Verified References: https://www.comptia.org/blog/what-is-impossible-travel
https://partners.comptia.org/docs/default-source/resources/casp-content-guide
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NEW QUESTION # 255 
An analyst reviews the following output collected during the execution of a web application security assessment:

Which of the following attacks would be most likely to succeed, given the output?

A. On-path forced renegotiation to insecure ciphers
B. Availability attack from manipulation of associated authentication data
C. NULL and unauthenticated cipher downgrade attack
D. Padding oracle attack

Answer: D

Explanation:
Based on the output in the image, which shows weak cipher suites and vulnerabilities related to encryption padding, the padding
oracle attack is the most likely. This type of attack exploits the way padding errors are handled during decryption, potentially
allowing an attacker to decrypt sensitive information. The weak cipher suites and lack of forward secrecy further increase the
likelihood of such an attack succeeding. CASP+ highlights padding oracle attacks as critical vulnerabilities, particularly in
environments where weak encryption protocols are used.
References:
CASP+ CAS-004 Exam Objectives: Domain 2.0 - Enterprise Security Operations (Encryption and Padding Oracle Attacks)
CompTIA CASP+ Study Guide: Cryptographic Attacks and Cipher Vulnerabilities

NEW QUESTION # 256 
Which of the following provides the best solution for organizations that want to securely back up the MFA seeds for its employees in
a central, offline location with minimal management overhead?

A. Secrets management
B. Key escrow service
C. Encrypted database
D. Hardware security module

Answer: D

Explanation:
A Hardware Security Module (HSM) provides the best solution for securely backing up MFA seeds in a central, offline location
with minimal management overhead. HSMs are specialized hardware devices designed for cryptographic key management, including
storing sensitive data like MFA seeds securely. HSMs offer high levels of protection against tampering and provide offline security,
making them an ideal choice for backing up cryptographic materials. CASP+ recognizes HSMs as critical components for managing
and securing cryptographic keys in centralized, secure environments.
References:
* CASP+ CAS-004 Exam Objectives: Domain 3.0 - Enterprise Security Architecture (HSM and Secure Key Management)



* CompTIA CASP+ Study Guide: Secure Backup and Key Management with HSM

NEW QUESTION # 257 
A remote user reports the inability to authenticate to the VPN concentrator.
During troubleshooting, a security administrate captures an attempted authentication and discovers the following being presented by
the user's VPN client:

Which of the following BEST describes the reason the user is unable to connect to the VPN service?

A. The user's certificate was created using insecure encryption algorithms
B. The user's certificate has been compromised and should be revoked.
C. The user's certificate is not signed by the VPN service provider
D. The user's certificate was not created for VPN use

Answer: B

NEW QUESTION # 258
......
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