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NEW QUESTION # 479 
An organization has severallegacy systemsthat are critical to testing currently deployed assets. These systems have become aserious
riskto the organization's security posture, and the securitymanager must implement protection measures to preventcritical
infrastructurefrom being impacted. The systems must stayinterconnectedto allow communication with the deployed assets. Which of
the following designs, if implemented, woulddecrease the most risksbut still meet the requirements?

A. Screened subnet
B. Air gap
C. Containerization
D. Software-defined networking

Answer: A

Explanation:
Comprehensive and Detailed in-Depth Explanation:
Problem Statement:
The organization needs tosecure legacy systemswhile maintaininginterconnectivitywith deployed assets.
Legacy systems are inherentlyvulnerableand canpose risksif directly connected to critical infrastructure.
Thegoalis to minimize risks withoutbreaking connectivity.
Why the Correct Answer is D (Screened Subnet):
Ascreened subnet(often called aDMZ - Demilitarized Zone) is anetwork segmentthat isolates potentially risky systems from
theinternal network.
It is typically placedbetween two firewalls:
One firewall separates the DMZ from theexternal network (internet).
The other firewall isolates the DMZ from theinternal network.
This setup allowscontrolled communicationbetween legacy systems and internal assets while minimizing risk.
Key Benefits of a Screened Subnet:
Isolation:Separates legacy systems from the critical internal network.
Controlled Access:Usesfirewall rulesto restrictinbound and outbound traffic.
Reduced Attack Surface:Limits the potential impact of acompromised legacy system.
Interconnectivity Maintenance:Enables communication withdeployed assetswithout direct exposure.
Example Scenario:
A company haslegacy industrial control systems (ICS)that need to interact withmodern monitoring tools.
Placing the ICS within ascreened subnetensures:
Data flow is regulated.
Monitoring systems can still accessICS data without risking full network exposure.
Compromise of thelegacy systemdoes not automatically mean compromise of thecore network.
Why the Other Options Are Incorrect:
A: Software-defined networking (SDN):
SDN enablesdynamic network configuration, but it does not inherentlyisolate risky legacy systems.
While it can segment traffic, it is primarily used fornetwork flexibilityandmanagement, not isolation.
B: Containerization:
Containersisolate applications, but legacy systems often run ondedicated hardware or old OS environmentsthat are not container-
compatible.
This approach does not meet the requirement of keeping thesystems interconnected.
C: Air gap:
Anair gapcompletelyisolates systems from any network.
This solutionbreaks interconnectivity, making itimpracticalfor the given requirement.
Ideal forhigh-security environmentsbut not whenintercommunicationis needed.
Real-World Example:
A healthcare organization haslegacy medical devicesthat must communicate with thepatient management system.
Placing these devices in ascreened subnetallows them to interact while beingisolatedfrom thecore hospital network, minimizingcyber
risk.
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Thescreened subnetacts as abuffer zone, ensuringcontrolled communicationbetween the legacy systems and the internal network.
Extract from CompTIA SecurityX CAS-005 Study Guide:
TheCompTIA SecurityX CAS-005 Official Study Guideadvises using ascreened subnet (DMZ)when isolatinglegacy systemsthat still
requirenetwork connectivity. The guide emphasizes that this approach significantlyreduces riskby minimizing theattack surfacewhile
maintaining necessaryinter-system communication.

NEW QUESTION # 480 
A company provides guest WiFi access to the internet and physically separates the guest network from the company's internal
WIFI. Due to a recent incident in which an attacker gained access to the compay's intend WIFI, the company plans to configure
WPA2 Enterprise in an EAP- TLS configuration. Which of the following must be installed on authorized hosts for this new
configuration to work properly?

A. PKI certificates
B. Active Directory OPOs
C. NAC persistent agent
D. Host-based firewall

Answer: A

NEW QUESTION # 481 
A developer is creating a new mobile application for a company. The application uses REST API and TLS 1.2 to communicate
securely with the external back-end server. Due to this configuration, the company is concerned about HTTPS interception attacks.
Which of the following would be the BEST solution against this type of attack?

A. Cookies
B. Wildcard certificates
C. HSTS
D. Certificate pinning

Answer: D

Explanation:
Reference:https://cloud.google.com/security/encryption-in-transit
Certificate pinning is a technique that can prevent HTTPS interception attacks by hardcoding the expected certificate or public key
of the server in the application code, so that any certificate presented by an intermediary will be rejected. Cookies are small pieces
of data that are stored by browsers to remember user preferences or sessions, but they do not prevent HTTPS interception attacks.
Wildcard certificates are certificates that can be used for multiple subdomains of a domain, but they do not prevent HTTPS
interception attacks. HSTS (HTTP Strict Transport Security) is a policy that forces browsers to use HTTPS connections, but it does
not prevent HTTPS interception attacks. Verified References:
https://www.comptia.org/blog/what-is-certificate-pinninghttps://partners.comptia.org/docs/default-source/resourc

NEW QUESTION # 482 
A company that all mobile devices be encrypted, commensurate with the full disk encryption scheme of assets, such as workstation,
servers, and laptops. Which of the following will MOST likely be a limiting factor when selecting mobile device managers for the
company?

A. Increased network latency
B. Unavailable of key escrow
C. Removal of user authentication requirements
D. Inability to selected AES-256 encryption



Answer: D

Explanation:
The inability to select AES-256 encryption will most likely be a limiting factor when selecting mobile device managers for the
company. AES-256 is a symmetric encryption algorithm that uses a 256-bit key to encrypt and decrypt data. It is considered one of
the strongest encryption methods available and is widely used for securing sensitive data. Mobile device managers are software
applications that allow administrators to remotely manage and secure mobile devices used by employees. However, not all mobile
device managers may support AES-256 encryption or allow the company to enforce it as a policy on all mobile devices.

NEW QUESTION # 483 
A SaaS startup is maturing its DevSecOps program and wants to identify weaknesses earlier in the development process in order to
reduce the average time to identify serverless application vulnerabilities and the costs associated with remediation The startup began
its early security testing efforts with DAST to cover public-facing application components and recently implemented a bug bounty
program Which of the following will BEST accomplish the company's objectives?

A. CMS
B. WAF
C. SAST
D. RASP

Answer: C

Explanation:
Static application security testing (SAST) is a method of analyzing the source code of an application for vulnerabilities and
weaknesses before it is deployed. SAST can help identify security issues earlier in the development process, reducing the time and
cost of remediation. Dynamic application security testing (DAST) is a method of testing the functionality and behavior of an
application at runtime for vulnerabilities and weaknesses. DAST can cover public-facing application components, but it cannot
detect issues in the source code or in serverless applications. Runtime application self-protection (RASP) is a technology that
monitors and protects an application from attacks in real time by embedding security features into the application code or runtime
environment. RASP can help prevent exploitation of vulnerabilities, but it cannot identify or fix them. A web application firewall
(WAF) is a device or software that filters and blocks malicious web traffic from reaching an application. A WAF can help protect an
application from common attacks, but it cannot detect or fix vulnerabilities in the application code or in serverless applications.
References: [CompTIA Advanced Security Practitioner (CASP+) Certification Exam Objectives], Domain 3: Enterprise Security
Operations, Objective 3.4: Conduct security assessments using appropriate tools
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