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CompTIA CloudNetX Certification Exam Sample Questions (Q61-Q66):
NEW QUESTION # 61 
A network architect is working on a physical network design template for a small education institution's satellite campus that is not
yet built. The new campus location will consist of two small buildings with classrooms, one screening room with audiovisual
equipment, and 200 seats for students. Which of the following enterprise network designs should the architect suggest?

A. Hybrid
B. Three-tier
C. Dual-layer
D. Collapsed core

Answer: D

Explanation:
In a small satellite campus with limited buildings and user density, a collapsed-core (two-tier) design combines the core and
distribution layers into a single set of switches. This minimizes hardware, simplifies management, and still provides the necessary
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segmentation and resiliency for the classrooms, screening room, and student seating areas.

NEW QUESTION # 62 
A cloud network engineer needs to enable network flow analysis in the VPC so headers and payload of captured data can be
inspected. Which of the following should the engineer use for this task?

A. Traffic mirroring
B. Network flows
C. Syslog service
D. Application monitoring

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Traffic mirroring allows a copy of network traffic - including headers and payloads - to be sent to an analysis tool or appliance for
deep packet inspection. This is essential for security analysis, network troubleshooting, and performance diagnostics in cloud
environments.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Packet Capture and Network Flow Monitoring":
"Traffic mirroring enables the capture of full packet data, including payloads, for forensic or performance analysis within cloud
networks." Other options:
* A. Application monitoring focuses on app-level metrics, not packet inspection.
* B. Syslog is log-based, not for inspecting packets.
* D. Network flows (e.g., NetFlow, VPC flow logs) provide metadata (source, destination, size) but not full packet content.

NEW QUESTION # 63 
A company just launched a cloud-based application. Some users are reporting the application will not load. A cloud engineer
investigates the issues and reports the following:
* Not all users are experiencing the issue.
* The application infrastructure is optimal.
* Users experiencing the issue belong to the company's remote sales team.
Which of the following is most likely misconfigured?

A. IP addressing
B. Application load balancers
C. Geolocation rules
D. Ports and protocols

Answer: C

Explanation:
Since only the remote sales team is affected and the infrastructure and network settings are correct, it's most likely that your
geolocation or geo-restriction policies are blockingtraffic from the regions where those users are located. Correcting those rules to
allow their locations should restore access without impacting other users.

NEW QUESTION # 64 
A company is expanding operations and opening a new facility. The executive leadership team decides to purchase an insurance
policy that will cover the cost of rebuilding the facility in case of a natural disaster.
Which of the following describes the team's decision?

A. Business continuity
B. Disaster recovery
C. Risk transference
D. Memorandum of understanding

Answer: C

Explanation:



Comprehensive and Detailed Explanation From Exact Extract:
Risk transference is a risk management strategy in which the financial impact of a risk is shifted to a third party, such as an insurance
company. In this scenario, the purchase of an insurance policy to cover potential damage or loss from a natural disaster is an
example of transferring risk, not avoiding, mitigating, or accepting it.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide under "Risk Management Concepts":
"Risk transference involves moving the responsibility or financial burden of a risk to a third party, often through the purchase of
insurance or third-party service agreements." This approach is contrasted with mitigation (reducing risk), acceptance (living with the
risk), or avoidance (eliminating the risk).

NEW QUESTION # 65 
A company hosts its applications on the cloud and is expanding its business to Europe. Thecompany must comply with General Data
Protection Regulation (GDPR) to limit European customers' access to data. The network team configures the firewall rules but finds
that some customers in the United States can access data hosted in Europe. Which of the following is the best option for the network
team to configure?

A. SASE
B. Network security groups
C. Geofencing rule
D. CDN

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Geofencing allows enforcement of access policies based on the geographic location of the user's IP address.
To comply with GDPR and control access based on user region, geofencing should be implemented to restrict or permit access to
resources hosted in specific regions like Europe.
Relevant Extract from CompTIA CloudNetX CNX-001 Study Guide - under "Data Sovereignty and Regional Access Control":
"Geofencing enables organizations to restrict access to data or services based on geographic IP address, aiding in GDPR and other
compliance frameworks." Other options:
* A. SASE is a broader framework, not a direct access control mechanism.
* B. NSGs operate at subnet/NIC level and do not interpret geolocation.
* C. CDNs cache data globally but don't control access by region directly.

NEW QUESTION # 66
......
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