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A security analyst received a compromised workstation. The workstation's hard drive may contain evidence of criminal activities.
Which of the following is the FIRST thing the analyst must do to ensure the integrity of the hard drive while performing the analysis?

A. Runrm -Rcommand to create a hash.

B. Use write blockers.

C. Make a copy of the hard drive.

D. Install it on a different machine and explore the content.

Answer: B

NEW QUESTION # 173

A security analyst needs to provide a copy of a hard drive for forensic analysis. Which of the following would allow the analyst to
performthe task?

A)

somcs S B W e s

A. Option C
B. Option B
C. OptionD
D. Option A

Answer: B

NEW QUESTION # 174
A security technician configured a NIDS to monitor network traffic. Which of the following is a condition in which harmless traffic is
classified as a potential network attack?

A. False negative
B. False posttive
C. True negative
D. True positive

Answer: A

NEW QUESTION # 175

A Chief Executive Officer (CEO) is concerned the company will be exposed to data sovereignty issues as a result of some new
privacy regulations to help mitigate this risk. The Chief Information Security Officer (CISO) wants to implement an appropriate
technical control. Which of the following would meet the requirement?

A. Data masking procedures

B. Enhanced encryption fimctions

C. Geographic access requirements

D. Regular business inpact analysis functions

Answer: C

Explanation:

Explanation

Data Sovereignty means that data is subject to the laws and regulations of the geographic location where that data is collected and
processed. Data sovereignty is a country-specific requirement that data must remain within the borders of the jurisdiction where it
originated. At its core, data sovereignty is about protecting sensitive, private data and ensuring it remains under the control of its



owner. You're only worried about that if you're in multiple locations. . httpsz//www.virtru.convblog/gdpr-data-sovereignty-matters-
globally

NEW QUESTION # 176

A security analyst receives an alert from the SIEM about a possible attack happening on the network The analyst opens the alert and
sees the IP address of the suspected server as 192.168.54.66. which is part of the network 192 168 54 0/24. The analyst then pulls
all the command history logs from that server and sees the following

Which of the following activities is MOST likely happening on the server?

A. A MUM attack

B. Fuzzing
C. Enumeration
D. A vulnerability scan

Answer: A

NEW QUESTION # 177
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