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CompTIA Cloud+ (2024) Sample Questions (Q71-Q76):

NEW QUESTION # 71
A systermns administrator notices a surge of network traffic is coming from the monitoring server. The administrator discovers that
large amounts of data are being downloaded to an external source. While investigating, the administrator reviews the following logs:
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Protocol Local address z;;f;?f; State
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Which of the following ports has been compromised?

A. Port 4443
B. Port 443
C. Port 8048
D. Port 20
E. Port 22

Answer: C

Explanation:

Based on the logs provided, the port that has been compromised is Port 8048. The state "TIME WAIT" indicates that this port was
recently used to establish a connection that has now ended. This could be indicative of the recent activity where large amounts of
data were downloaded to an external source, suggesting a potential security breach. Reference: CompTIA Cloud+ Study Guide
(Exam CV0-004) by Todd Montgomery and Stephen Olson

NEW QUESTION # 72
Which of'the following is the best type of database for storing different types of unstructured data that may change frequently?

A. Graph

B. Relational

C. Vector

D. Non-relational

Answer: D

Explanation:

Non-relational (NoSQL) databases are best for storing different types of unstructured data that may change frequently. They are
designed to handle a wide variety of data types and are not constrained by the fixed schema of relational databases, making them
more flexible and scalable for unstructured data.

NEW QUESTION # 73
A company's man web application is no longer accessible via the internet. The cloud administrator investigates and discovers the
application is accessible locally and only via an IP access. Which of the following was misconfigured?

A NAT
B. DNS
C.Ip

D. DHCP

Answer: B

Explanation:

When a web application is accessible locally via an IP address but not via the internet, the issue likely lies with the Domain Name
System (DNS). DNS is responsible for translating domain names into IP addresses. A misconfiguration in DNS records or failure in
DNS resolution can prevent users from accessing the application through its domain name, even though the application itself'is
running and accessible via its direct IP address.



NEW QUESTION # 74
AnIT security team wants to ensure that the correct parties are informed when a specific user account is signed in. Which of the
following would most likely allow an administrator to address this concern?

A. Configuring the retention of all sign-in logs

B. Aggregating user sign-in logs from all systems
C. Enabling the collection of user sign-in logs

D. Creating an alert based on user sign-in criteria

Answer: D

Explanation:

To ensure that the correct parties are informed when a specific user account is signed in, the best action is to create an alert based
on user sign-in criteria. This alert can notify administrators or security personnel when the specified event occurs.References:
Security monitoring and alerting are critical components of managing cloud environments securely, as discussed in the CompTIA
Cloud+ certification.

NEW QUESTION # 75
A cloud deployment uses three different VPCs. The subnets on each VPC need to communicate with the others over private
channels. Which of the following will achieve this objective?

A. Creating peering connections between all VPCs

B. Deploying a load balancer to send traffic to the private IP addresses
C. Adding BGP routes using the VPCs' private IP addresses

D. Establishing identical routing tables on all VPCs

Answer: A

Explanation:

To allow subnets on different VPCs to communicate with each other over private channels, the cloud engineer should create peering
connections between all the VPCs. VPC Peering allows networks to connect and route traffic using private IP addresses without the
need for gateways, VPN connections, or separate physical hardware.

NEW QUESTION # 76
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