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CompTIA Linux+ Certification Exam Sample Questions (Q336-Q341):
NEW QUESTION # 336 
The security team has identified a web service that is running with elevated privileges.
A Linux administrator is working to change the systemd service file to meet security compliance standards.
Given the following output:
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Which of the following remediation steps will prevent the web service from running as a privileged user?

A. Updating the Environment File line in the [Service] section to/home/webservice/config
B. Adding the User-webservice to the [Service] section of the service file
C. Changing the:nulti-user.target in the [Install] section to basic.target
D. Removing the ExecStarWusr/sbin/webserver -D SOPTIONS from the service file

Answer: D

Explanation:
The remediation step that will prevent the web service from running as a privileged user is adding the User=webservice to the
[Service] section of the service file. The service file is a configuration file that defines the properties and behavior of a systemd
service. The systemd is a system and service manager that controls the startup and operation of Linux systems. The service file
contains various sections and options that specify how the service should be started, stopped, and managed. The [Service] section
defines how the service should be executed and what commands should be run. The User option specifies the user name or ID that
the service should run as. The webservice is the name of the user that the administrator wants to run the web service as. The
administrator should add the User=webservice to the [Service] section of the service file, which will prevent the web service from
running as a privileged user, such as root, and improve the security of the system. This is the correct remediation step to use to
prevent the web service from running as a privileged user. The other options are incorrect because they either do not change the user
that the service runs as (removing the ExecStart=/usr/sbin/webserver -D OPTIONS from the service file or updating the
EnvironmentFile line in the [Service] section to /home/webservice/config) or do not affect the user that the service runs as (changing
the multi-user.target in the [Install] section to basic.target).

NEW QUESTION # 337 
A junior Linux administrator is tasked with installing an application. The installation guide states the application should only be
installed in a run level 5 environment.

Which of the following commands would ensure the server is set to runlevel 5?

A. systemctl isolate network.target
B. systemctl isolate graphical.target
C. systemctl isolate multi-user.target
D. systemctl isolate basic.target

Answer: B

NEW QUESTION # 338 
A Linux administrator is tasked with adding users to the system. However, the administrator wants to ensure the users' access will be
disabled once the project is over. The expiration date should be 2021-09-30. Which of the following commands will accomplish this
task?

A. sudo useradd -m -d 2021-09-30 Project_user
B. sudo modinfo -F 2021-09-30 Project_uses
C. sudo useradd -e 2021-09-30 Project_user
D. sudo useradd -c 2021-09-30 Project_user



Answer: C

Explanation:
The command that will accomplish this task is sudo useradd -e 2021-09-30 Project_user. This command will create a new user
account named Project_user with an expiration date of 2021-09-30. The -e option of useradd specifies the date on which the user
account will be disabled in YYYY-MM-DD format.
The other options are not correct commands for creating a user account with an expiration date. The sudo useradd -c 2021-09-30
Project_user command will create a new user account named Project_user with a comment of 2021-09-30. The -c option of
useradd specifies a comment or description for the user account, not an expiration date. The sudo modinfo -F 2021-09-30
Project_user command is invalid because modinfo is not a command for managing user accounts, but a command for displaying
information about kernel modules.
The -F option of modinfo specifies a field name to show, not an expiration date. The sudo useradd -m -d 2021-
09-30 Project_user command will create a new user account named Project_user with a home directory of
2021-09-30. The -m option of useradd specifies that the home directory should be created if it does not exist, and the -d option
specifies the home directory name, not an expiration date. References: useradd(8) - Linux manual page; modinfo(8) - Linux manual
page

NEW QUESTION # 339 
A systems administrator is troubleshooting an intermittent network connection at the IP address
192.168.1.23. The administrator wishes to monitor the connection at five-minute intervals for one hour. Which of the following
commands will accomplish this task?

A. ping -i 5 192.168.1.23
B. ping -c 60 -i 100 192.168.1.23
C. ping -c 12 -i 300 192.168.1.23
D. ping -c 12 192.168.1.23

Answer: C

Explanation:
-c 12 for number of pings sent, -i 300 for seconds to wait until next ping(interval)

NEW QUESTION # 340 
A Linux administrator is configuring a new internal web server fleet. The web servers are up and running but can only be reached by
users directly via IP address. The administrator is attempting to fix this inconvenience by requesting appropriate records from the
DNS team. The details are:
Hostname: devel.comptia.org
IP address: 5.5.5.1, 5.5.5.2, 5.5.5.3, 5.5.5.4
Name server: 5.5.5.254
Additional names: dev.comptia.org, development.comptia.org
Which of the following types of DNS records should the Linux administrator request from the DNS team?
(Select three).

A. SRV
B. NS
C. A
D. CNAME
E. PTR
F. RRSIG
G. SOA
H. TXT
I. MX

Answer: B,C,D

Explanation:
The Linux administrator should request the following types of DNS records from the DNS team:
* A: This record type is used to map a hostname to an IPv4 address. The administrator needs four A records for devel.comptia.org,
one for each IP address (5.5.5.1, 5.5.5.2, 5.5.5.3, 5.5.5.4). This will allow users to access the web servers by using the hostname



devel.comptia.org instead of the IP addresses1.
* CNAME: This record type is used to create an alias for another hostname. The administrator needs two CNAME records, one
for dev.comptia.org and one for development.comptia.org, both pointing to devel.
comptia.org. This will allow users to access the web servers by using any of these three hostnames interchangeably1.
* NS: This record type is used to delegate a domain or a subdomain to another name server. The administrator needs one NS
record for comptia.org, pointing to 5.5.5.254, which is the name server that hosts the records for the subdomain
devel.comptia.org2. This will allow users to resolve the hostnames under comptia.org by querying the name server 5.5.5.2542.
The other record types are not relevant for the administrator's task:
* MX: This record type is used to specify the mail exchange server for a domain or a subdomain1. The administrator does not need
this record type because the web servers are not intended to handle email traffic.
* PTR: This record type is used to map an IP address to a hostname, which is the reverse of an A record1.
The administrator does not need this record type because the web servers are not expected to be accessed by their IP addresses.
* RRSIG: This record type is used to provide digital signatures for DNSSEC, which is a security extension for DNS that verifies the
authenticity and integrity of DNS responses3. The administrator does not need this record type because it is not mentioned in the
task requirements.
* SOA: This record type is used to provide information about the authoritative name server and other parameters for a domain or a
subdomain1. The administrator does not need this record type because it is usually created automatically by the name server
software when a new zone file is created4.
* TXT: This record type is used to store arbitrary text data that can be used for various purposes, such as SPF, DKIM, DMARC,
etc1. The administrator does not need this record type because it is not related to the web server functionality.
* SRV: This record type is used to specify the location and port number of a service that runs on a domain or a subdomain1. The
administrator does not need this record type because the web servers use the standard HTTP port 80, which does not require an
SRV record.
References: 1: DNS Record Types - CompTIA Network+ N10-007 - 1.8 2: NS Record - DNSimple Help 3:
DNSSEC - Wikipedia 4: SOA Record - DNSimple Help
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